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Introduction

Errors are a big deal for many systems including UX and Web-based systems. In general error frequency and severity are negatively related to the usability of a system. One of the common ways to reduce such errors is to use a confirmation dialog, which can be defined as follows: 

“A confirmation dialog asks users whether they are sure that they want to proceed with a command that they have just issued to a system.”

oneM2M at the moment does not support such capability to reduce such errors. Although oneM2M system mainly supports machine-to-machine communication, there exist many applications and services that need human interactions. 
Here is a use case that we can consider: 

If a resource contains an important data element, an operation to delete the resource should be carefully performed. Typically, oneM2M system simply executes a received operation if the originator has a proper access right, regardless of the importance of data.

If the resource is indicated as an important data or annotated that confirmation is needed by the originator to complete the requested operation, the operation (e.g., DELETE) should be performed based on confirmation-based operations. This means that an AE should send double DELETE operations or confirmation after sending DELETE operation. 

The following figure shows a conceptual procedure of a confirmation-based operations. 
· Step 1~3: The originator request to delete a resource on the receiver. Instead of deleting the requested resource just after checking an access right of the originator, the receiver holds the operation until receiving the second delete request from the originator. For this purpose, the receiver replies back to the originator with a response that notifies the receiver is now waiting for a confirmation for the request. 

· Step 4~6: The originator receives the response from the receiver. As the receiver requests the confirmation from the originator, the second DELTE request to the target resource is generated and delivered to the receiver. Once the receiver receives the second delete request from the receiver, which indicates the confirmation of the request, the receiver process the requested operation. 
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Figure x. Conceptual prodecure for confirmation-based DELTE operration
In order to support such procedures, the contribution proposes to consider a new attribute called confirmationOper. 
This attribute provides information about which operations are needed to have a confirmation from Originator. The existance of this attribute can indicate that the resource with this attribute is subject for the confirmation-based operation. In order to specify subject operations for the confirmation-based operation, the value of this attribute can have operations. 

This attribute can be added as a conmon attribute or other types of attributes. 
The behaviour of receiver can be defined as follows: 

· The receiver checks the existance of the confirmationOper attribute for a received request. 
· If the confirmationOper attribute is configured and the received operation is subject for the confirmationOper attribute, the receiver does not perform the received operation immediately.
· Instead, the receiver responses to the originator with information that a confirmation is required to perform the specified request.

The main purpose of this contribution is to discuss about the need for this operation to enhance the usability of oneM2M system and reduce errors that happens unexpectedely. 

If feedbacks for the proposed operation are fine, a following up contribution will be made to add the confirmationOper  attribute to a normative specification, for example as belows: 
9.6.1.3.2
Common attributes

The following attributes are commonly used in multiple, but not all, resource types which are normal, not virtual or announced. Common attributes for announced resource types are independently defined in clause 9.6.26.3.

NOTE:
The list of attributes in table 9.6.1.3.2-1 is not exhaustive.

Table 9.6.1.3.2-1: Common Attributes

	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers for <accessControlPolicy> resources. The privileges defined in the <accessControlPolicy> resources that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).
For an Update or Delete operation to a resource, the update or delete of the  accessControlPolicyIDs attribute, if applicable, shall be performed prior to the update or delete of any other attributes of the resource.

To update this attribute, a Hosting CSE shall check whether an Originator has Update privilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful update of the accessControlPolicyIDs attribute, resource access checking for other attributes to be updated shall use the new privileges defined in the <accessControlPolicy> resource(s) that are referenced by the newly updated accessControlPolicyIDs attribute.

Similarly, to delete this attribute, a Hosting CSE shall check whether an Originator has  Updateprivilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful deletion of the accessControlPolicyIDs attribute, resource access checking for other attributes to be deleted shall use the default access privileges as described in the following paragraphs.
If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute value is not set in a resource instance, then the Hosting CSE shall apply the concept of the default access policy. The default policy shall provide unrestricted access only to the Originator of the successful resource creation request. All other entities shall be denied to access the resource. For that purpose, the Hosting CSE shall keep that Originator information of the resource. Note that how to keep that information is implementation specific. The default access policy is not applied to a resource which has a value assigned to the accessControlPolicyIDs attribute.
All resources are accessible if and only if the privileges (i.e. configured as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated accessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource.



	expirationTime
	Time/date after which the resource will be deleted by the Hosting CSE. This attribute can be provided by the Originator, and in such a case it will be regarded as a hint to the Hosting CSE on the lifetime of the resource. The Hosting CSE shall configure the expirationTime value. If the Hosting CSE configures the new expirationTime attribute value rather than the Originator suggested value, the new value can be sent back to the Originator depending on the Result Content value.

The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE operation. Or by deleting the attribute value, e.g. by updating the attribute with NULL when doing a full UPDATE, in which case the Hosting CSE can decide on a new value.

If the Originator does not provide a value in the CREATE operation the system shall assign an appropriate value depending on its local policies and/or M2M service subscription agreements.

A resource is known as 'obsolete' when the resource contains the attribute "expirationTime" and the lifetime of this resource has reached the value of this attribute. If the ‘obsolete’ resource had a reference to an Application Entity Resource ID, the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to delete the entry from the <AEContactList> resource.

	stateTag
	An incremental counter of modification on the resource. When a resource is created, this counter is set to 0, and it will be incremented on every modification of the resource (see notes 1 and 2). 

	announceTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains a list of addresses/CSE-IDs where the resource is to be announced. For the case that CSE-IDs are provided, the announced-to CSE shall decide the location of the announced resources based on the rules described in clause 9.6.26.

For the original resource, this attribute shall only be present if it has been successfully announced to other CSEs. This attribute maintains the list of the resource addresses to the successfully announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
If announceTo attribute includes resource address(s), the present document does not provide any means for validating these address(s) for announcement purposes. It is the responsibility of the Hosting-CSE referenced by the resource address(s) to validate the access privileges of the originator of the Request that triggers the announcement.

	announcedAttribute
	This attributes shall only be present at the original resource if some Optional Announced (OA) type attributes have been announced to other CSEs. This attribute maintains the list of the announced Optional Attributes (OA type attributes) in the original resource. Updates to this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.

	labels
	Tokens used to add meta-information to resources.

This attribute is optional.
The value of the labels attribute is a list of individual labels, each of them being:

· Either a standalone label-key, used as a simple "tag", that can be used for example for discovery purposes when looking for particular resources that one can "tag" using that label-key
· Or a composite element made of a label-key and a label-value, separated by a special character defined in [3]. 
The list of allowed characters in a label (and in label-keys and label-values) and separator characters is defined in [3], clause 6.3.3.

	e2eSecInfo
	Present in a resource representing an AE or CSE. Indicates the end-to-end security capabilities supported by the AE or CSE. May indicate supported end-to-end security frameworks. May also contains a certificate or credential identifier used by the AE or CSE. May include random values for use in end-to-end security protocols. The details of this attributes are described in oneM2M TS-0003 [2].

This attribute is optional and if not present it means that the represented entity does not support oneM2M end-to-end security procedures.

	dynamicAuthorizationConsultationIDs
	This attribute contains a list of identifiers of <dynamicAuthorizationConsultation> resources. The information defined in a <dynamicAuthorizationConsultation> resource is used by a CSE for initiating consultation-based dynamic authorization requests.

Consultation-based dynamic authorization is only performed for a targeted resource if and only if it is linked to an enabled <dynamicAuthorizationConsultation> resource.

If the attribute is not set or has a value that does not correspond to a valid <dynamicAuthorizationConsultation> resource(s), or it refers to an <dynamicAuthorizationConsultation> resource(s) that is not reachable, then the dynamicAuthorizationConsultationIDs associated with the parent may apply to the child resource if present, or a system default <dynamicAuthorizationConsultation> may apply if present.

	confirmationOper
	This attribute provides information about which operations are needed to have confirmation from an Originator. 
This attribute is optional. 

The existence of this attribute indicates to perform the confirmation-based operation that needs the confirmation from the Originator. 

The value of this attribute provides information about subject operations, i.e., CRUDN. If only ‘C’ is used as the value of this attribute, only a CREATE request is a subject for the confirmation-based operation. 


	creator
	The AE-ID or CSE-ID of the entity which created the resource containing this attribute.

	NOTE 1:
In order to enable detection of overflow, the counter needs to be capable of expressing sufficiently long numbers.
NOTE 2:
This attribute has the scope to allow identifying changes in resources within a time interval that is lower than the one supported by the attribute lastModifiedTime (e.g. less than a second or millisecond). This attribute can also be used to avoid race conditions in case of competing modifications.
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