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Introduction
In order to make some IoT data to linked open data, it is necessary to know about data license. Depending on the license, a way to manage data should be different. Here are different types of data license that widely available and used in data management. 
· Attribution (CC BY): This license lets others distribute, remix, tweak, and build upon your work, even commercially, as long as they credit you for the original creation. 
· Attribution ShareAlike (CC BY-SA): This license lets others remix, tweak, and build upon your work even for commercial purposes, as long as they credit you and license their new creations under the identical terms. 
· Attribution-NoDerivs (CC BY-ND): This license lets others reuse the work for any purpose, including commercially; however, it cannot be shared with others in adapted form, and credit must be provided to you.
· Attribution-NonCommercial (CC BY-NC): This license lets others remix, tweak, and build upon your work non-commercially, and although their new works must also acknowledge you and be non-commercial, they don’t have to license their derivative works on the same terms.
· Attribution-NonCommercial-ShareAlike (CC BY-NC-SA): This license lets others remix, tweak, and build upon your work non-commercially, as long as they credit you and license their new creations under the identical terms.
· Attribution-NonCommercial-NoDerivs (CC BY-NC-ND): This license is the most restrictive of our six main licenses, only allowing others to download your works and share them with others as long as they credit you, but they can’t change them in any way or use them commercially.
· No Right Reserved (CC0): This license enables scientists, educators, artists and other creators and owners of copyright- or database-protected content to waive those interests in their works and thereby place them as completely as possible in the public domain, so that others may freely build upon, enhance and reuse the works for any purposes without restriction under copyright or database law.

At the moment, oneM2M has Access Control Policy (ACP) to control the access of oneM2M data. However, ACP only checks the access right of a target resource. There is no way to check the license of data and control data usage based on the given license. Therefore, this contribution proposes to add information about data license to oneM2M system. 


With such additional information, we can think of the following use cases: 
1. In order to make linked IoT data (linking an IoT data to other relevant IoT data), one of essential criterial is to retrieve open data only under CC-BY or CC0 licenses. Therefore, an IoT application linking relevant IoT data should be able to retrieve IoT data under CC-BY or CC0 licenses. 
2. Whenever an IoT data under CC-BY SA is transferred to another platform to be used for other purposes or based on service level agreement between IoT platform service providers, the same license should be applied at the target IoT platform based on the law. In this case, the creator of the data should be the same as the original resource as the creator has to be credited based on the law.
Therefore, in this contribution, it is proposed to add the dataLicense, dataOwner and dataCreator attributes to all resources. If a group of data need to be processed under the same data license, the proposed attributes can be added to the group resource.

-----------------------Start of change 1-------------------------------------------
9.6.1.3.2
Common attributes

The following attributes are commonly used in multiple, but not all, resource types which are normal, not virtual or announced. Common attributes for announced resource types are independently defined in clause 9.6.26.3.

NOTE:
The list of attributes in table 9.6.1.3.2-1 is not exhaustive.

Table 9.6.1.3.2-1: Common Attributes

	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers for <accessControlPolicy> resources. The privileges defined in the <accessControlPolicy> resources that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).
For an Update or Delete operation to a resource, the update or delete of the  accessControlPolicyIDs attribute, if applicable, shall be performed prior to the update or delete of any other attributes of the resource.

To update this attribute, a Hosting CSE shall check whether an Originator has Update privilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful update of the accessControlPolicyIDs attribute, resource access checking for other attributes to be updated shall use the new privileges defined in the <accessControlPolicy> resource(s) that are referenced by the newly updated accessControlPolicyIDs attribute.

Similarly, to delete this attribute, a Hosting CSE shall check whether an Originator has  Updateprivilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful deletion of the accessControlPolicyIDs attribute, resource access checking for other attributes to be deleted shall use the default access privileges as described in the following paragraphs.
If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute value is not set in a resource instance, then the Hosting CSE shall apply the concept of the default access policy. The default policy shall provide unrestricted access only to the Originator of the successful resource creation request. All other entities shall be denied to access the resource. For that purpose, the Hosting CSE shall keep that Originator information of the resource. Note that how to keep that information is implementation specific. The default access policy is not applied to a resource which has a value assigned to the accessControlPolicyIDs attribute.
All resources are accessible if and only if the privileges (i.e. configured as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated accessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource.



	expirationTime
	Time/date after which the resource will be deleted by the Hosting CSE. This attribute can be provided by the Originator, and in such a case it will be regarded as a hint to the Hosting CSE on the lifetime of the resource. The Hosting CSE shall configure the expirationTime value. If the Hosting CSE configures the new expirationTime attribute value rather than the Originator suggested value, the new value can be sent back to the Originator depending on the Result Content value.

The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE operation. Or by deleting the attribute value, e.g. by updating the attribute with NULL when doing a full UPDATE, in which case the Hosting CSE can decide on a new value.

If the Originator does not provide a value in the CREATE operation the system shall assign an appropriate value depending on its local policies and/or M2M service subscription agreements.

A resource is known as 'obsolete' when the resource contains the attribute "expirationTime" and the lifetime of this resource has reached the value of this attribute. If the ‘obsolete’ resource had a reference to an Application Entity Resource ID, the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to delete the entry from the <AEContactList> resource.

	stateTag
	An incremental counter of modification on the resource. When a resource is created, this counter is set to 0, and it will be incremented on every modification of the resource (see notes 1 and 2). 

	announceTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains a list of addresses/CSE-IDs where the resource is to be announced. For the case that CSE-IDs are provided, the announced-to CSE shall decide the location of the announced resources based on the rules described in clause 9.6.26.

For the original resource, this attribute shall only be present if it has been successfully announced to other CSEs. This attribute maintains the list of the resource addresses to the successfully announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
If announceTo attribute includes resource address(s), the present document does not provide any means for validating these address(s) for announcement purposes. It is the responsibility of the Hosting-CSE referenced by the resource address(s) to validate the access privileges of the originator of the Request that triggers the announcement.

	announcedAttribute
	This attributes shall only be present at the original resource if some Optional Announced (OA) type attributes have been announced to other CSEs. This attribute maintains the list of the announced Optional Attributes (OA type attributes) in the original resource. Updates to this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.

	labels
	Tokens used to add meta-information to resources.

This attribute is optional.
The value of the labels attribute is a list of individual labels, each of them being:

· Either a standalone label-key, used as a simple "tag", that can be used for example for discovery purposes when looking for particular resources that one can "tag" using that label-key
· Or a composite element made of a label-key and a label-value, separated by a special character defined in [3]. 
The list of allowed characters in a label (and in label-keys and label-values) and separator characters is defined in [3], clause 6.3.3.

	e2eSecInfo
	Present in a resource representing an AE or CSE. Indicates the end-to-end security capabilities supported by the AE or CSE. May indicate supported end-to-end security frameworks. May also contains a certificate or credential identifier used by the AE or CSE. May include random values for use in end-to-end security protocols. The details of this attributes are described in oneM2M TS-0003 [2].

This attribute is optional and if not present it means that the represented entity does not support oneM2M end-to-end security procedures.

	dynamicAuthorizationConsultationIDs
	This attribute contains a list of identifiers of <dynamicAuthorizationConsultation> resources. The information defined in a <dynamicAuthorizationConsultation> resource is used by a CSE for initiating consultation-based dynamic authorization requests.

Consultation-based dynamic authorization is only performed for a targeted resource if and only if it is linked to an enabled <dynamicAuthorizationConsultation> resource.

If the attribute is not set or has a value that does not correspond to a valid <dynamicAuthorizationConsultation> resource(s), or it refers to an <dynamicAuthorizationConsultation> resource(s) that is not reachable, then the dynamicAuthorizationConsultationIDs associated with the parent may apply to the child resource if present, or a system default <dynamicAuthorizationConsultation> may apply if present.

	creator
	The AE-ID or CSE-ID of the entity which created the resource containing this attribute.

	location
	This attribute contains the geo-coordinates of entities or things represented by its resource types (e.g. AE, container). Longitude and Latitude are shall be included as a coordinate and optionally altitude may also be included. The representation format shall follow the definition in the GeoJSON format [16]. This attribute can be used for geo-query (Clause 10.2.6) with relevant filter conditions (Clause 8.1.2).

	resourceMappingRules
	This attribute contains a list of rules for mapping the resource and/or its attributes on a Registrar CSE to one or more corresponding resources/attributes hosted by a Registree AE. Each mapping rule contains various information elements as defined in table 9.6.1.3.2.1-1.  

The mapping rule information stored in this attribute enables a Registrar CSE to receive a request from an Originator that targets the local resource hosted by the Registrar CSE and retarget this request to a Registree AE for processing.  Once the Registree AE finishes processing the retargeted request and returns a response, the Registrar CSE uses the mapping rule information contained in this attribute to update the local resource with the contents of the response and to formulate a response that it returns back to the request Originator.  
This attribute is applicable to a subset of content sharing resources (i.e. <container>, <flexContainer> and <timeSeries>) and the <mgmtObj> resource.


	dataLicense
	This attribute contains the license information about the data stored in the resource. 
The value of this attribute indicates which data license is applied to the referring resource and can have the following: 

· CC-BY: This license lets others distribute, remix, tweak, and build upon specified resource(s), even commercially, as long as they credit the owner of resource(s) for the original creation.
· CC-BY-SA: This license lets others remix, tweak, and build upon specified resource(s) work even for commercial purposes, as long as they credit the owner of resource(s) and license their new creations under the identical terms.
· CC-BY-ND: This license lets others reuse the specified resource for any purpose, including commercially; however, it cannot be shared with others in adapted form, and credit must be provided to the owner of the resource(s).
· CC-BY-NC: This license lets others remix, tweak, and build upon the specified resource non-commercially, and although their new resources must also acknowledge the owner of the resource and be non-commercial, they don’t have to license their derivative works on the same terms.
· CC-BY-NC-SA: This license lets others remix, tweak, and build upon the specified resource(s) non-commercially, as long as they credit the owner of the resource and license their new creations under the identical terms.
· CC-BY-NC-ND: This license only allows others to retrieve the specified resource(s) and share them with others as long as they credit the owner of the resource(s), but they can’t change the contents of the resource(s) in any way or use them commercially.
· CC0: No copyright reserved

	NOTE 1:
In order to enable detection of overflow, the counter needs to be capable of expressing sufficiently long numbers.
NOTE 2:
This attribute has the scope to allow identifying changes in resources within a time interval that is lower than the one supported by the attribute lastModifiedTime (e.g. less than a second or millisecond). This attribute can also be used to avoid race conditions in case of competing modifications.


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
Table 9.6.2.0-2: Attributes of <accessControlPolicy> resource

	Attributes of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attributes

	resourceType 
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1(L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dataLicense
	0..1
	RW
	See clause 9.6.1.3.
	OA

	dataOwner
	0..1
	RW
	See clause 9.6.1.3.
	OA

	dataCreator
	0..1
	RW
	See clause 9.6.1.3.
	OA

	privileges
	1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	selfPrivileges
	1
	RW
	A set of access control rules that apply to the <accessControlPolicy> resource itself and accessControlPolicyIDs attribute of any other resource which is linked to this <accessControlPolicy> resource.
	MA

	authorizationDecisionResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationDecision> resources. See clause 9.6.41 for further details.
	MA

	authorizationPolicyResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationPolicy> resources. See clause 9.6.42 for further details.
	MA

	authorizationInformationResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationInformation> resources. See clause 9.6.43 for further details.
	MA


-----------------------End of change 2---------------------------------------------
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