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Introduction
This CR adds support for the new elements that have been added to the accessControlContexts parameter of an ACP in R4.  These include accessControlEvalCriteria and accessControlLimit.  
Note – This contribution is dependent on the data type definition of m2m:evalCriteria in contribution SDS-2020-0287R05 which is still pending agreement.
-----------------------Start of change 1-------------------------------------------
6.3.5.27
m2m:accessControlRule
Table 6.3.5.27‑1: Type Definition of m2m:accessControlRule

	Element Path
	Element Data Type
	Multiplicity
	Note

	accessControlOriginators
	list of xs:anyURI
	1
	See clause 7.3.3.15 for the detail

	accessControlOperations
	m2m:accessControlOperations
	1
	

	accessControlContexts
	
	0..n
	

	accessControlContexts/accessControlWindow
	m2m:scheduleEntry
	0..n
	

	accessControlContexts/accessControlIpAddresses
	
	0..1
	

	accessControlContexts/accessControlIpAddresses/ipv4Addresses
	list of m2m:ipv4
	0..1
	List of IPv4 addresses

	accessControlContexts/accessControlIpAddresses/ipv6Addresses
	list of m2m:ipv6
	0..1
	List of IPv6 addresses

	accessControlContexts/accessControlLocationRegions
	m2m:locationRegion
	0..1
	

	accessControlContexts/accessControlUserIDs
	m2m:listOfM2MID
	0..1
	

	accessControlContexts/accessControlEvalCriteria
	m2m:evalCriteria
	0..1
	

	accessControlContexts/accessControlLimit
	xs:nonNegativeInteger
	0..1
	

	accessControlAuthenticationFlag
	xs:boolean
	0..1
	

	accessControlObjectDetails
	
	0..n
	

	accessControlObjectDetails/resourceType
	m2m:resourceType
	0..1
	resourceType identifier of the targeted parent resource

	accessControlObjectDetails/specializationType
	m2m:specializationType
	0..1
	This could be a containerDefinition or mgmtDefinition

	accessControlObjectDetails/childResourceType
	list of m2m:resourceType
	1
	

	NOTE:
Some of the above elements are defined in clause 9.6.2 of oneM2M TS-0001 [6] with slightly different names as follows (name in parenthesis used in oneM2M TS-0001 [6]): accessControlWindow (accessControlTimeWindow), accessControlIpAddresses (accessControlIpAddress), specializationID (specialization).


The accessControlContexts/accessControlIpAddresses element may include either the ipv4Addresses element, ipv6Addresses element, or both elements.

Each individual IPv4 address of data type m2m:ipv4 in the list of IPv4 addresses is represented in dotted-decimal notation with optional Classless Inter-Domain Routing (CIDR) suffix in accordance with IETF RFC 4632 [29]. Each individual IPv6 address of data type m2m:ipv6 in the list of IPv6 addresses is represented in colon separated groups of hexadecimal digits with optional network prefix in accordance with IETF RFC 5952 [30]. Example IPv4 and IPv6 addresses which comply with data types m2m:ipv4 and m2m:ipv6, respectively, are given in Table 6.3.2-1. If the accessControlAuthenticationFlag element is not present, then the value is assumed to be false.
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.3.3.15
Check authorization of the originator

If the target resource contains the accessControlPolicyIDs attribute, the Hosting CSE shall use the linked <accessControlPolicy> resources as in the evaluation procedure below. See clause 9.6.1.3.2 in oneM2M TS-0001 [6] for how to handle the case where the target resource has no accessControlPolicyIDs attribute.

The evaluation procedure shall be performed as following:

1) The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

2) The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise access is denied. For more details, see clause 7.1.5 in oneM2M TS‑0003 [7].

· accessControlOriginators of the rule includes the Originator information. The accessControlOriginators comprises a list of domains, CSE-IDs, AE-IDs, resource-IDs of  <group> resources that contain <AE> or <remoteCSE> as members and/or Role-IDs. If the accessControlOriginators includes a groupID, the Hosting CSE checks if the Originator is a member of that <group> resource. The accessControlOriginators can be set to reserved keyword "all" to grant access to all originators. It is allowed to include the wildcard character, "*", into the URI string of domain, CSE-ID or AE‑ID at any level. See clause 9.6.2.1 in oneM2M TS-0001 [6].
Table 7.3.3.15‑1: Types of values in accessControlOriginators
	Name
	Description
	Wildcard applicability

	domain
	A M2M-SP-ID representing domain
	Allowed

	originatorID
	CSE-ID
	Allowed

	
	AE-ID
	Allowed

	group
	The resource-ID of a <group> resource which contains <AE> or <remoteCSE> as member
	Not allowed

	all
	Any Originators are allowed
	Not allowed

	Role-ID
	A Role Identifier as defined in clause 7.1.14 of oneM2M TS-0001 [6]
	Not allowed


· accessControlContexts of the rule (i.e. accessControlTimeWindow, accessControlLocationRegions, accessControlIpAddresses,accessControlUserIDs, accessControlEvalCriteria and accessControlLimit), if present,  includes the request context, according to clause 7.1.3 of oneM2M TS-0003 [7]..
· accessControlOperations of the rule matches the operation type of the request.

· If the accessControlAuthenticationFlag is true, then access control rule applies only if the Originator is considered to be authenticated by the Hosting CSE according to clause 7.1.2 in oneM2M TS-0003 [7].

If the evaluation of these access control rules results in access being permitted, the authorization check process ends. If the result is "DENY", the Hosting CSE proceeds with Dynamic Authorization (see clause 7.3 in oneM2M TS-0003 [7]) if it supports that.

If Dynamic Authorization returns "PERMIT", the authorization check process ends. If the result is "DENY" the Hosting CSE proceeds with Distributed Authorization (see clause 7.5 in oneM2M TS-0003 [7]) if it supports that. If this returns "PERMIT", the authorization check process ends.

If the Hosting CSE reaches the point where it has tried all the authorization processes that it supports and they have all returned "DENY" the Hosting CSE shall reject the request with an "ORIGINATOR_HAS_NO_PRIVILEGE" Response Status Code parameter value.

-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

8.2.5
Complex data types members

In protocol bindings complex data types member names shall be translated into short names of Table 8.2.5-1.

Table 8.2.5‑1: Complex data type member short names

	Member Name
	Occurs in
	Short Name

	…
	…
	…

	accessControlEvalCriteria
	accessControlContexts
	acec

	accessControlLimit
	accessControlContexts
	acl

	NOTE:
* marked short names have been already assigned in attribute Table 8.2.3-1 to Table 8.2.3-6.


-----------------------End of change 3-------------------------------------------
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