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GUIDELINES for Change Requests:
Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.
Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separate “mirror CR” should be posted at the same time of this CR
Mirror CR: applies only when the text, including clause numbering are exactly the same.
Companion CR: applies when the change means the same but the baselines differ in some way (e.g. clause number).
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
The CR proposes to add checks for subscriber’s service subscription profile ACTIVE/INACTIVE and request rate limit.
[bookmark: _Toc300919392]-----------------------Start of change 1-------------------------------------------
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7.2.2.1	Generic resource request procedure for originator
A generic resource Request procedure shall be comprised of the following actions. Additional actions specific to individual procedures are listed in the respective clauses by referencing these actions and providing additional steps. The Originator shall execute the following steps in order.


Figure 7.2.2.1‑1: Generic procedure of Originator
Orig-1.0 "Compose Request primitive": Refer to clause 7.3.1.1 for details.
Orig-2.0 "Send a Request primitive to the Receiver CSE": The Request primitive shall include the mandatory parameters Operation, To, From and Request Identifier. Refer to clause 7.3.1.2 for details.
Orig-3.0 "Check Response Type": In this step, the Originator checks that the communication method is either blockingRequest, nonBlockingRequestSynch, nonBlockingRequestAsynch or flexBlocking by using the Response Type parameter (see detail in clause 8.1.2 in the oneM2M TS-0001 [6]). If the Response Type parameter does not exist, the communication method is "blockingRequest" as specified at clause 6.4.1.
If the Response Type is blockingRequest the Originator waits for the Response primitive and goes to step Orig-4.0. If the Response Type is nonBlockingRequestSync, it waits for an acknowledgement Response primitive and goes to step Orig-4.1. If the Response Type is nonBlockingRequestAsynch, it waits for an acknowledgement Response primitive and goes to step Orig-4.1. If the Response Type is flexBlocking, the Originator shall wait for a Response primitive as in Orig-4.0 and Orig-4.1 below, if the Response primitive is an acknowledgement it shall proceed according to Orig-4.1 (nonBlockingRequestSynch or nonBlockingRequestAsynch) otherwise it shall proceed according to Orig-4.0 (blockingRequest).
Orig-4.0 and Orig-4.1 "Wait for Response primitive": Refer to clause 7.3.1.3 for details.
Orig-5.0 "Send a Request primitive with op=R": The op=R means Retrieve operation. The Request primitive shall include the mandatory parameters Operation, To, From and Request Identifier. The Response Type of the "Request" primitive shall be blockingRequest. See clause 7.3.1.4 for details.
Orig-5.1 "Receive a Response primitive from the Hosting CSE": The Originator shall receive the mandatory parameters which are Response Status Code, Request Identifier and Content parameter. The Request Identifier shall be identical to the value of that parameter from Orig-5.0. The information in the Content parameter is the result when the Receiver completed handling of the Request primitive of Orig-2.0.
Orig-5.2 "Completion of operation by Response Status Code parameter": When the Response Status Code is successful and Content parameter exists, it goes to Orig-5.3. When the Response Status Code is acknowledgment which indicates processing at the Receiver, it goes to Orig-5.0. When the Response Status Code is an error such as Originator error (4XXX) or Receiver error (5XXX) or Network error (6XXX) or the Content parameter is absent, it goes to finish with error.
Orig-5.3 "Extract a result from Response primitive of Orig-5.1": The information in the operationResult attribute of the <request> resource in the Content parameter from Orig-5.1 is extracted from the Response primitive which included the Request Identifier, Response Status Code and optional Content parameters. The <request> resource shall include mandatory attributes as specified in clause 9.6.12 of oneM2M TS-0001 [6]. The Request Identifier in the operationResult attribute shall be identical to that in  Orig‑2.0.
Orig-6.0 "Process Response primitive": The Request Identifier shall be identical to that in Orig-2.0. The Originator processes the response.
Orig-7.0 "Receive a Request primitive with op=N": The op=N means Notify operation. The Originator receives a Request primitive with mandatory parameters Operation, To, From, Request Identifier and Content. The Operation parameter shall be Notify. The Content parameter is the notification information as specified in clause 7.5.1.1.
Orig-8.0 "Create a Response primitive": The Originator creates Response primitive with mandatory parameters Response Status Code and Request Identifier. The Request Identifier shall be identical to that in Orig-7.0.
Orig-9.0 "Send a Response primitive": The Response primitive which is created at Orig-8.0 shall be sent to the Receiver. Refer to clause 7.3.2.3 for details.
Orig-9.1 "Extract Response primitive of Orig-2.0 from Orig-7.0": The information in the operationResult attribute of the <request> resource from Orig-7.0 in Response primitive includes Request Identifier, Response Status Code and optional Content parameters. The <request> resource shall include mandatory attributes as specified in clause 9.6.12 of oneM2M TS-0001 [6]. The Request Identifier in the operationResult attribute shall be identical to that in Orig‑2.0.
7.2.2.2	Generic procedure for handling a Request at a receiver
The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an error response" (refer to clause 7.3.3.13 for details) and then "Send Response primitive" (refer to clause 7.3.2.4 for details). The corresponding Response Status Code shall be included in the Response primitive.
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Figure 7.2.2.2‑1: Generic procedure of Receiver
Recv-1.0 "Check the validity of received request primitive": See clause 7.3.2.1 for details.
Recv-2.0 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest, nonBlockingRequestSynch or nonBlockingRequestAsynch by using the Response Type parameter (see detail in clause 8.1.2 in oneM2M TS-0001 [6]). If the request is blockingRequest or the Response Type parameter is not included, it goes to step Recv-6.0 "Resource handling procedure". If the request is nonBlockingRequestSynch, it goes to step Recv‑3.0 "Create <request> resource locally". If the request is nonBlockingRequestAsynch, it goes to step Recv‑3.0 "Create <request> resource locally". If the request is flexBlocking, the Receiver CSE shall make the decision to respond using blocking or non-blocking based on its own local context (memory, processing capability, etc.) unless specified further in the resource-specific procedure.
Recv-3.0 "Create <request> resource locally": Refer to clause 7.3.2.2 for details.
Recv-4.0 "Create a successResponse": Refer to clause 7.3.3.12 for details.
Recv-5.0 "Send Response Primitive": Refer to clause 7.3.2.4 for details.
Recv-6.0 "Resource handling procedure": Refer to Figure 7.2.2.2‑2 for details.
Recv-7.0 "Update <request> resource": Refer to clause 7.3.2.5 for details. This step is only valid when the request is non-blocking.
Recv-8.0 "Send Notification": Refer to clause 7.5.1.2.5 for details.
Recv-9.0 "Wait for a Response primitive": Refer to clause 7.3.1.3 for details.
Recv-10.0 "Send Response Primitive": Refer to clause 7.3.3.16 for details.
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[bookmark: _Ref416360881][bookmark: _Toc461715358][bookmark: _Toc526954950][bookmark: _Toc527973128][bookmark: _Toc528061038][bookmark: _Toc533156709][bookmark: _Toc21706727][bookmark: _Toc61948265]Figure 7.2.2.2‑2: Resource handling procedure

Figure 7.2.2.2-2 describes the generic procedure to resource handling procedures.
Recv-6.0.1 "Request received from a registree AEed operation is an AE registration?": If the request is received from a registreeed operation is an AE registration, then it goes to Recv-6.0.2 "Check Service Subscription Profile". Otherwise, it goes to Recv-6.1.
Recv-6.0.2 "Check Service Subscription Profile": Refer to clause 7.3.2.7 for details.
Recv-6.1 "Hosting CSE of the targeted resource?": The step checks if the receiver is a transit CSE or the Hosting CSE of the received Request by examining the To parameter of the Request primitive. If the receiver hosts the resource that the address in the To parameter represents, the receiver is the Hosting CSE (goes to Recv-6.2"Check existence of the targeted resource", Yes branch). Otherwise, the receiver is the Transit CSE (goes to Recv-6.9 "CMDH processing supported?", No branch). Refer to clause 7.3.2.8 for details.
Recv-6.1.1 "filterUsage?": The Hosting CSE checks if the request includes steps for discovery or identification of target resources or not by examining the filterUsage handling criterion. 
If filterUsage is configured as “Conditional Operation" or is not present, it goes to Recv-6.2 "Check existence of targeted resource".
If filterUsage is configured as "Discovery" or "IPE On-demand Discovery" it goes to Recv-6.1.2 "Discovery-related procedure". Refer to clause 7.3.3.14 for details.
If filterUsage is configured as "Discovery-based Operation" it goes to Recv-6.1.2 "Discovery-related procedure" after which steps Recv-6.2.1 to Recv-6.6 of the following processing shall be repeated for each discovered resource.
Recv-6.1.2 "Discovery-related procedure": Refer to clause 7.3.3.14 for details
Recv-6.2 "Check existence of the targeted resource": Refer to clause 7.3.3.1 for details.
Recv-6.2.1 "Check for duplicate group requests": Refer to clause 7.3.3.2 for details.
Recv-6.3 "Check authorization of the Originator": Refer to clause 7.3.3.15 for details.
Recv-6.4 "Check validity of resource representation": Refer to clause 7.3.3.3 and clause 7.3.3.4 for details. Notify is not applicable for this step.
Recv-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed": The step represents five common operations which are "Create the resource (clause 7.3.3.5)", "Retrieve the resource (clause 7.3.3.6)", "Update the resource (clause 7.3.3.7)", "Delete the resource (clause 7.3.3.8)" and "Notify processing (clause 7.3.3.9)". 
Recv-6.6 "Announce/De-announce the resource": The step represents two common operations which are "Announce the resource" and "De-announce the resource". Refer to clause 7.3.3.10 and clause 7.3.3.11 for details. Notify is not applicable for this step.
Recv-6.6.1 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest or not by using Response Type parameter (see detail in clause 8.1.2 in oneM2M TS-0001 [6]). If the request was blockingRequest or Response Type parameter was not included, it goes to step Recv-6.7 "Create a success response". Otherwise, it goes back to the generic procedure of the receiver (Figure 7.2.2.2‑1).
Recv-6.7 "Create a success response": Refer to clause 7.3.3.12 for details.
Recv-6.9 "CMDH processing supported?": This step checks whether the Receiver supports the CMDH processing. If the receiver supports CMDH processing, it goes to Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure" otherwise, it goes to Recv-6.11 "Forwarding".
Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure": the Receiver CSE shall queue the received request primitive and execute the "CMDH message forwarding procedure". Refer to clause H.2.4 for details.
Recv-6.11 "Forwarding": carry out message forwarding as defined in clause 7.3.2.6.

-----------------------End of change 1-------------------------------------------


-----------------------Start of change 2-------------------------------------------
[bookmark: _Ref409582696][bookmark: _Toc526862216][bookmark: _Toc526977708][bookmark: _Toc527972356][bookmark: _Toc528060266][bookmark: _Toc4147962][bookmark: _Toc61947236]7.3.2.7	Check Service Subscription Profile
The Registrar CSE shall have the subscriber’s profile information stored locally or retrieved from the IN-CSE. If the subscriber's service subscription profile is not available to the Registrar CSE, then the Registrar CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error. 
If subscriber's service subscription profile is available to the Registrar CSE then it shall check the status attribute value in <m2mServiceSubscriptionProfile>. If the status attribute value is ACTIVE, the request shall be processed else the Registrar CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ACTIVE” error. 
It shall also check the service subscription request limit as specified in clause 7.3.x.x Check Service Subscription Request Rate Limit.
For an AE registration request, app rule validation shall also be performed as mentioned below:
[bookmark: _Hlk20470397]In order to validate whether or not the AE registration request complies with the subscriber's service subscription profile, the Receiver shall have the subcriber’s profile information stored locally or retrieved from the IN-CSE. If the subscriber's service subscription profile is not available to the Receiver, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error. The Receiver shall check if a <serviceSubscribedNode> child resource of the subscriber's <m2mService SubscriptionProfile> resource exists, with a CSE-ID attribute that matches the Receiver owned CSE‑ID. If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error. If this condition is met, the Receiver shall further check whether the Registree AE complies with the linked (i.e. ruleLinks attribute) <serviceSubscribedAppRules> resource(s), see Clause 10.2.2 of oneM2M TS-0001 [6]. If no linked <serviceSubscribedAppRule> resource(s) is found or if rule link validation fails for the AE registration request, then the Receiver CSE shall respond with an “APP_RULE_VALIDATION_FAILED” error.	Comment by Peter Niblett: CR had the word “not” here but that looked wrong	Comment by Peter Niblett: 


-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
7.3.3.XX	Check Service Subscription Request Rate Limit
To check the service subscription limits on maximum allowed rate of requests from an Originator, the Receiver shall Check whether the maxRequestRate attribute is configured within the <m2mServiceSubscriptionProfile> or <serviceSubscribedUserProfile> resources of the Originator. See Clauses 9.6.19 and 9.6.68 of oneM2M TS-0001[6]. If the maxRequestRate is configured, the Receiver CSE shall check that the received request does not violate the maxRequestRate.  If not, the Receiver shall continue to process the request. Otherwise, the Receiver shall respond with an “SERVICE_SUBSCRIPTION_LIMITS_EXCEEDED” error or delay the processing of the request to attempt to throttle the rate of requests from the Originator.
-----------------------End of change 3-------------------------------------------
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