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Introduction
This CR adds service subscription limit checks to the basic CRUD procedures in 10.1.X and to the discovery-based operation procedure defined in 10.2.6.4 to check the Service Subscription Profile of the Originator for each operation performed by a discovery-based operation.
R01:

· Updated service subscription limits text for Discovery Based Operation 
· Added text to the CREATE Procedure in 10.1.2 for the defaultAccessControlPrivileges attribute functionality defined in the <m2mServiceSubscriptionProfile> resource. 
R02:

· Updated the intro description in clause 9.6.29 for <serviceSubscribedAppRule> resource to also mention that this resource defines a list of identifiers of <serviceSubscribedUserProfile> resources that define the users that are allowed to issue requests via the allowed AEs defined by this resource.
-----------------------Start of change 0-------------------------------------------

9.6.29
Resource Type serviceSubscribedAppRule
The <serviceSubscribedAppRule> resource represents a rule that defines allowed Role-ID, App-ID and AE-ID combinations that are acceptable for registering an AE on a Registrar CSE and is only stored on IN-CSE. In addition, the <serviceSubscribedAppRule> resource also represents a rule that defines the users that are allowed to issue requests via the allowed AEs defined by this resource  The rules in a <serviceSubscribedAppRule> resource shall apply for CSEs for which the associated <serviceSubscribeNode> resource is linked with the <serviceSubscribedAppRule> via the ruleLinks attribute of the <serviceSubscribedNode> resource. The rules contained in a <serviceSubscribedAppRule> resource defines a mapping between:

a) one or more Credential-ID(s); 
b) combinations of one or more Role-ID(s), one or more App-ID(s) and one or more AE-ID(s) which are allowed to be used for registering AE(s) that issued a registration request via a Security Association established with the credentials associated with the Credential-ID(s) listed in a), and

c) a list of identifiers of <serviceSubscribedUserProfile> resources that represent the users that are allowed to issue requests via the allowed AEs defined by this resource.

When AEs are allowed to register with no Security Association, then a Credential-ID is not applicable.

The parent resource of a <serviceSubscribedAppRule> resource is the <CSEBase> resource of the IN-CSE hosting the <serviceSubscribedNode> resource(s) that point to the <serviceSubscribedAppRule> resource.

The <serviceSubscribedAppRule> resource shall contain the child resource specified in table 9.6.29-1.
Table 9.6.29-1: Child resources of <serviceSubscribedAppRule> resource

	Child Resources of <serviceSubscribedAppRule>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48.


The <serviceSubscribedAppRule> resource shall contain the attributes specified in table 9.6.29-2.

Table 9.6.29-2: Attributes of <serviceSubscribedAppRule> resource

	Attributes of <serviceSubscribedAppRule>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. 

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	holder
	0..1
	RW
	See clause 9.6.1.3

	applicableCredIDs
	0..1 (L)
	RW
	List of credential IDs for which this rule is applicable, i.e. for registration requests coming into a CSE via a Security Association Endpoint (SEA) [2], that was authenticated using credentials that match with any of these credential-IDs, the current rule applies. This can contain a '*' for any credential ID or not specified' for a case when there is no security association. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any Credential ID that starts with 'C123' and ends with 'X') to define sets or ranges of Credential-IDs.

	allowedApp-IDs
	0..1 (L)
	RW
	List of App-IDs that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [2] associated with credentialID stored in the attribute applicableCredID. This can contain '*' for any App-ID. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any App-ID that starts with 'C123' and ends with 'X') to define sets or ranges of App-IDs.

	allowedAEs
	0..1 (L)
	RW
	List of allowed AE-ID-Stems to be used for the registering AEs. This can contain zero or more specific AE-ID-Stem values, 'S*' for any SP-Assigned AE-ID-Stem, 'C*' for any CSE-assigned AE-ID-Stem, or '*' for any AE-ID-Stem. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any AE-ID that starts with 'C123' and ends with 'X') to define sets or ranges of AE-ID-Stems.

	allowedRole-IDs
	0..1(L)
	RW
	List of Role-IDs that shall be considered to be allowed in Request operations.

	allowedUsers
	0..1 (L)
	RW
	A list of identifiers of <serviceSubscribedUserProfile> resources.  The M2M Service Users specified within the M2M-User-ID attributes of the referenced <serviceSubscribedUserProfile> resources represent the users that are allowed to issue requests via the allowed AEs defined by this resource. 


-----------------------End of change 0-------------------------------------------

-----------------------Start of change 1-------------------------------------------

10.1
Basic Procedures

10.1.1
Overview
As a pre-condition to the execution of the following procedures, M2M operational security procedures as specified in clauses 11.3.1 through 11.3.4 shall have been performed. In case of failure, the error shall be reported as specified in oneM2M TS-0004 [3].

The procedures in the following clauses assume blocking requests as described in clause 8.2.2.

10.1.2
CREATE (C)

Originator requests to create a resource by using the CREATE method. See clause 8.1.2 for the parameters to be included in the Request message.

Hosting CSE If the request is allowed by the given privileges and service subscription limits of the Originator, the Receiver shall create the resource.
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Figure 10.1.2-1: Procedure for CREATing a Resource

Step 001: The Originator  shall send mandatory parameters and may send optional parameters in Request message for CREATE operation as specified in clause 8.1.2.
Step 002: The Receiver shall:

1) Check if the Originator has the appropriate privileges for performing the request. Privileges of the targeted resource are linked by the accessControlPolicyIDs attribute. Different handlings for a target resource which does not have the accessControlPolicyIDs attribute by the resource type definition(e.g. schedule resource type) or a target resource which has the definition but the attribute has no value and so on are defined in the Table 9.6.1.3.2-1 (common attributes description).
2) Check if the CREATE operation complies with service subscription limits defined within the Originator’s service subscription profile resources (i.e. <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources). Further details for checking the service subscription limits of the Originator are defined in oneM2M TS 0004 [3].
3) Verify that the name for the created resource as suggested by the resourceName attribute in Content parameter, if provided by the Originator in the CREATE Request message, does not already exist among child resources of the target resource. If no child within the targeted resource exists with the same resourceName as suggested by the Originator, use that name for the resource to be created. If a child uses the resourceName already, the Receiver shall reject the request and return an error to the Originator. If the name was not suggested by the Originator, assign a name generated by the Receiver to the resource to be created.

NOTE:
The name of a resource in general is not the same as its Resource ID. While a name of a resource only needs to be unique among the children of the same parent resource, the Resource ID needs to be unique in context of the Hosting CSE. When the name of the resource to be created is assigned by the Receiver, it may choose to use a name that is identical to the Unstructured-CSE-relative-Resource ID.

4) Assign a Resource-ID (see resourceID attribute in common attribute table 9.6.1.3.2-1) to the resource to be created.

5) Assign values for mandatory RO mode attributes of the resource and override values provided for other mandatory attributes, where needed, and where allowed by the resource type definition and if not provided by the Originator itself.

6)  the Receiver shall assign a value to the following common attributes specified in clause 9.6.1.3:

a)
parentID;

b)
creationTime;

c)
expirationTime: if not provided by the Originator, the Receiver shall assign the maximum value possible (within the restriction of the Receiver policies). If the value provided by the Originator cannot be supported, due to either policy or subscription restrictions, the Receiver will assign a new value;

d)
lastModifiedTime: which is equals to the creationTime;

e)
Any other RO (Read Only) attributes within the restriction of the Receiver policies.

7) The Receiver shall check whether a creator attribute is included in the  Content parameter of the request.  If included, the creator attribute shall not have a value in the Content parameter of the request. If  the creator attribute is included in the request and the creator attribute is supported for the type of resource being created, then the Receiver shall to include the creator attribute in the resource to be created.  The Receiver shall assign a value equal to the value carried in the From request parameter.  In the event that the originator provides a value for the creator attribute within the request, this request shall be deemed invalid.


On the other hand if the creator attribute is not included in the  Content parameter of the request, then the Receiver shall not include the creator attribute in the resource to be created.

8) The Receiver shall check whether the accessControlPolicyID attribute is supported for the type of created resource.  If supported and an accessControlPolicyID attribute is included in the Content parameter of the request, then the Receiver shall assign the accessControlPolicyID attribute of the created resource with the value defined in the request.  If an accessControlPolicyID attribute is not included in the Content parameter of the request, then the Receiver shall check whether the defaultAccessControlPrivileges attribute of the Originator’s <m2mServiceSubscriptionProfile> resource is configured. If configured, the Receiver shall assign the accessControlPolicyID attribute of the created resource with the value defined in the defaultAccessControlPrivileges attribute. If the defaultAccessControlPrivileges attribute of the Originator’s <m2mServiceSubscriptionProfile> resource is not configured, the Receiver shall not assign a value to the accessControlPolicyID attribute of the created resource and default access policies as defined in clause 9.6.1.3.2 shall apply. 
9) On successful validation of the Create Request, the Receiver shall create the requested resource.

10) The Receiver shall check if the created child resource leads to changes in its parent resource's attribute(s), if so the parent resource's attribute(s) shall be updated. 
11) The Receiver shall check if the created child resource references an Application Entity Resource ID, if so the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to add the entry to the <AEContactList> resource.
Step 003: The Receiver shall respond with  mandatory parameters and may send optional parameters in Response message for CREATE operation as specified in clause 8.1.3.

General Exceptions:
12) The Originator does not have the privileges to create a resource on the Receiver. The Receiver responds with an error.
13) The resource with the specified name (if provided) already exists at the Receiver. The Receiver responds with an error.

14) The provided information in Content is not accepted by the Receiver (e.g. missing mandatory parameter). The Receiver responds with an error.

10.1.3
RETRIEVE (R)

The RETRIEVE operation shall be used for retrieving the information stored for any of the attributes for a resource at the Receiver CSE. The Originator CSE or AE may request to retrieve a specific attribute by including the name of such attribute in the Content parameter in the request message.

Originator requests retrieval of all attributes or a specific attributes of the target resource by using RETRIEVE Request. See clause 8.1.2 for the information to be included in the Request message. If only some specific attributes need to be retrieved, the name of such attributes shall be included in the Content parameter of the Request message.

Receiver performs local processing to verify the existence of requested resource and checks the service subscription limits and privileges of the Originator for retrieving the information related to the resource. After successful verification, the Receiver shall return the requested information, otherwise an error indication shall be returned.
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Figure 10.1.3-1: Procedure for RETRIEVing a Resource

Step 001: The Originator shall  send mandatory parameters and may send optional parameters in Request message for RETRIEVE operation as specified in clause 8.1.2.
Step 002: The Receiver shall verify the existence  (including Filter Criteria checking, if it is given) of the target resource or the attribute and check if the Originator has appropriate privileges to retrieve information stored in the resource/attribute. This privilege checking follows the rules defined in the Table 9.6.1.3.2-1 (common attributes description).  The Receiver shall also verify if the RETRIEVE operation complies with service subscription limits defined within the Originator’s service subscription profile resources (i.e. <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources). Further details for checking the service subscription limits of the Originator are defined in oneM2M TS 0004 [3].
Step 003: The Receiver shall respond with  mandatory parameters and may send optional parameters in Response message for RETRIEVE operation as specified in clause 8.1.3.

General Exceptions:

15) The targeted resource/attribute in To parameter does not exist. The Receiver responds with an error.
16) The Originator does not have privileges to retrieve information stored in the resource on the Receiver. The Receiver responds with an error.

10.1.4
UPDATE (U)

The UPDATE operation shall be used for updating the information stored for any of the attributes at a target resource. Especially important is the expirationTime, since a failure in refreshing this attribute may result in the deletion of the resource. The Originator CSE or AE can request to update, create or delete specific attribute(s) at the target resource by including the name of such attribute(s) and its values in the Content parameter of the request message.

Originator requests update any of the attributes at the target resource by using UPDATE Request message. The Originator shall send new (proposed) values for the attribute(s) that need to be updated. The UPDATE operation allows to modify or create previously non-existing attributes of the resource type (defined in clause 9.6) that are indicated as "RW" (Read Write) for the specific resource type definition.

The Originator requests to delete attributes at the target resource by using UPDATE Request message. The Originator shall send the name of the attributes to be deleted (defined in clause 9.6) for the specific resource type with their value set to NULL, in the Request message.

See clause 8.1.2 for the information to be included in the Request message.

The Receiver verifies the existence of the addressed resource, the validity of the attributes provided, the privileges to modify them and the service subscription limits of the Originator.  After successful verification, the Receiver shall update the attributes provided and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.

If the attributes provided do not exist, after verifying the existence of the addressed resource, the Receiver validates the attributes provided and the privileges to create them. On successful validation, the Receiver shall create the attributes provided with their associated values and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.

If the attributes provided have their value set to NULL, after verifying the existence of the addressed resource, the Receiver validates the attributes provided and the Update privileges of the Originator. On successful validation, the Receiver shall delete such attributes and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.4-1: Procedure for UPDATing a Resource

Step 001: The Originator shall send mandatory parameters and may send optional parameters in Request message for UPDATE operation as specified in clause 8.1.2.
Step 002: The Receiver shall verify the existence (including Filter Criteria checking, if it is given) of the requested resource and if the Originator has the appropriate privilege to update the resource. This privilege checking follows the rules defined in the Table 9.6.1.3.2-1 (common attributes description). The Receiver shall also perform an additional check whether an owner attribute is included in the Content parameter of the request.  If included, the Receiver shall check if the resource has an owner attribute already configured. If the owner attribute is configured in the resource, the Receiver shall check if it is configured with the identifier of the Originator and therefore permitted to update the owner attribute.  Otherwise, if the owner attribute is not configured in the resource, then the Receiver shall check if the Originator is the Originator that originally created the targeted resource and therefore is permitted to update the owner attribute. On successful verification, the Receiver shall update the resource as requested. If the attributes provided do not exist, the Receiver shall verify if the Originator has appropriate privileges to create the attributes at the target resource. The Receiver shall also verify if the UPDATE operation complies with service subscription limits defined within the Originator’s service subscription profile resources (i.e. <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources). Further details for checking the service subscription limits of the Originator are defined in oneM2M TS 0004 [3]. On successful verification, the Receiver shall create the attributes with their associated values at the resource as requested.  If the attributes provided have their value set to NULL, the Receiver shall verify if the Originator has Update privilege to delete the attributes at the target resource. On successful verification, the Receiver shall delete such attributes. The Receiver shall check if the updated target resource is a child of a parent resource having a stateTag attribute and increment the stateTag if present. The Receiver shall check if the update causes a change  to a reference to an Application Entity Resource ID. If so the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to update the entry to the <AEContactList> resource.
Step 003: The Receiver shall respond with  mandatory parameters and may send optional parameters in Response message for UPDATE operation as specified in clause 8.1.3.

General Exceptions:

17) The targeted resource in To parameter does not exist. The Receiver responds with an error.
18) The Originator does not have the privilege to Update the resource including create non-existing attributes or delete exisiting attributes on the Receiver. The Receiver responds with an error.

19) The provided information in the Content is not accepted by the Receiver. The Receiver responds with an error.

10.1.5
DELETE (D)

The DELETE operation shall be used by an Originator CSE or AE to delete a resource at a Receiver CSE. For such operation, the DELETE procedure shall consist of the deletion of all related information of the target resource.

Originator requests deletion of a resource by using a DELETE Request message. See clause 8.1.2 for the information to be included in the Request message.

Receiver The Receiver verifies the existence of the requested resource, and the privileges and service subscription limits of the Originator for deleting the resource.
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Figure 10.1.5-1: Procedure for DELETING a Resource

Step 001: The Originator shall  mandatory parameters and may send optional parameters in Request message for DELETE operation as specified in clause 8.1.2.

Step 002: The Receiver shall verify the existence  (including Filter Criteria checking, if it is given) of the requested resource and if the Originator has the appropriate privilege to delete the resource. This privilege checking follows the rules defined in the Table 9.6.1.3.2-1 (common attributes description). The Receiver shall also verify if the DELETE operation complies with service subscription limits defined within the Originator’s service subscription profile resources (i.e. <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources). Further details for checking the service subscription limits of the Originator are defined in oneM2M TS 0004 [3]. On successful verification, the Receiver shall check for child resources and delete all child resources and the associated references in parent resources and it shall remove the resource itself. The Receiver shall check if the deleted child resource leads to changes in its parent resource's attribute(s), if so the parent resource's attribute(s) shall be updated. If the deleted resource had a reference to an Application Entity Resource ID, the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to delete the entry from the <AEContactList> resource.
Step 003: The Receiver shall respond with  mandatory parameters and may send optional parameters in Response message for DELETE operation as specified in clause 8.1.3.

General Exceptions:

20) The targeted resource in To information does not exist. The Receiver responds with an error.
21) The Originator does not have the privileges to delete the resource on the Receiver. The Receiver responds with an error.

10.1.6
NOTIFY (N)

The NOTIFY operation shall be used for notifying information. All the specific notification procedures defined in this present document are listed in clause 10.1.6 (Notification procedures).
The Originator requests to notify an entity by using NOTIFY method. See clause 8.1.2 for the information to be included in a Request message.

The Receiver responds to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.6-1: Procedure for NOTIFYing Information

Step 001: A notification to be sent to the Receiver is triggered in the Originator.  The Originator shall verify if the NOTIFY operation complies with service subscription limits defined within the Receiver’s service subscription profile resources (i.e. <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources). Further details for checking the service subscription limits of the Receiver are defined in oneM2M TS 0004 [3].
Step 002: The Originator shall send  mandatory parameters and may send optional parameters in Request message for NOTIFY operation as specified in clause 8.1.2.
Step 003: Local Processing.

Step 004: The Receiver shall respond with mandatory parameters and may send optional parameters in Response message for NOTIFY operation as specified in clause 8.1.3.
General Exceptions:

· See oneM2M TS-0003 [2].
In the present specification, notification procedures are defined in the following procedures: 

· <subscription> resource handling (clause 10.2.10)
· to notify Receiver(s) of modifications of a resource for an associated <subscription> resource

· to notify aggregated notifications from <subscription> member resources of <group> resource
· to request Receiver(s) to perform resource subscription verification

· to notify deletion of the <subscription> resource

· to seek authorization from the subscription creator during a notification target deletion
· Asynchronous non-blocking request handling (clause 8.2.2.3)
· to send the result of the request
· <pollingChannelURI> resource handling (clause 10.2.5.19)
· to send the response corresponding to a request delivered via service layer long polling 
· IPE on-demand discovery handling (clause 10.2.6)
· to notify Receiver(s)(i.e., IPE) for on-demand discovery request.
· End-to-end security handling (clause 11.4)
· to send the request/response that cannot be readable by Transit CSEs
· Dynamic authorization consultation handling (clause 11.5)
· to seek authorization to access a resource from Dynamic Authorization Server
· Change in AE Registration Point (clause 10.2.16)

· to notify Receivers that an AE has changed registration point

· Change in a resource with reference to an Application Entity Resource ID (clause 10.1.2 (CREATE), 10.1.4 (UPDATE), 10.1.5 (DELETE), 9.6.1.3.1 (expiration timer expiry)

· to notify IN-CSE that the Originator has a new/updated reference to an Application Entity Resource identifier  
· <crossResourceSubscription> resource handling (clause 10.2.10)
· to notify Receiver(s) of cross-resource notification generated by a <crossResourceSubscription> Hosting CSE

· to notify deletion of the <crossResourceSubscription> resource

· to request Receiver(s) to perform cross-resource subscription verification

· to seek authorization from the cross-resource subscription creator during a notification target deletion
· <timeSyncBeacn> handling (clause 10.2.24)
· to notify Receivers of time synchronization information of the Hosting CSE
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------
10.2.6.4
Discovery-based Operations
Discovery-based operations are all operations where the FilterUsage parameter is ‘discoveryBasedOperation'. Discovery-based operations allow the execution of an operation on multiple resources residing on a CSE identified by applying the Filter Criteria parameter rules. The Filter Criteria parameter also provides means for limiting the scope of the filtering results for determination of the target resources for the operation.
The following steps describe the procedure of identification of the target resource set:

· The Hosting CSE starts the procedure by including in scope all the child/descendant resources under the root of where the discovery begins, as determined by the To request parameter.  The matching resource set shall be identified based on resources meeting the matching filter criteria conditions. 

· Target resources shall be identified after the filter handling conditions have been applied to the matching resource set, as detailed in clause 8.1.2. The filter handling condition can contain the parameters for specifying the maximum number of discovered resources included in the target resource set and a relative path to be applied after all the matching conditions have been used. Table 8.1.2-2 describes the Filter Criteria parameter.
· In addition, the Hosting CSE shall restrict the set of target resources according to the Originator's access control privileges for the Discovery operation. The Hosting CSE shall skip over resources that can't be discovered due to a lack of discovery privileges but shall include their descendants, if the Originator has discovery privileges on them. The Hosting CSE shall also exclude any resources whose status is marked as “INACTIVE”, as well as any child/descendant resources of these “INACTIVE” resources. 
· The Hosting CSE may also implement a configured upper limit on the number of resources in the content. In such a case when the Originator and the Hosting CSE have different upper limits, the smaller of the two shall apply.

If no target resources are identified the Hosting CSE shall respond with successful response with a list of requested type, with no entries.
If one or more target resources are identified, the Hosting CSE shall verify that performing the operation on the target resource set complies with the service subscription limits of the Originator defined within the Originator’s service subscription profile resources (i.e. <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources). Further details for checking the service subscription limits of the Originator are defined in oneM2M TS 0004 [3]. If performing the operation on the target resource set does not comply with the service subscription limits of the Originator, the Hosting CSE shall return an error indicating that the operation cannot be performed on the targeted set of resources due to service subscription limits. If performing the operation on the target resource set does comply with the service subscription limits of the Originator, the Hosting CSE shall perform the requested C, U or D operation on each of the resources included in the target resource set. If errors are encountered in performing the operation on the various targets identified, the Hosting CSE shall track the errors and continue to perform the operation until the resource target list is exhausted.  
The result of the Discovery-based operation shall be returned to the Originator using a successful Response message. The composition and format of the response primitive is governed by both the Result Content and Desired Identifier Result Type request parameters, as follows:

· When the Result Content request parameter is set to “discovery-result-references”, the response message returns the resource identifiers of the filtered resources, i.e. target resource set. 

· When the Result Content request parameter is not present or present and set to a value different than “discovery-result-references”, the response message returns an aggregation of all the response primitives (both successful and unsuccessful) generated after execution of the C, U or D operation on all the target resources.
Desired Identifier Result Type request parameter applies as follows:

· When the Result Content request parameter is set to “discovery-result-references”, the addressing method applies to the resource identifiers of the filtered resources, i.e. target resource set. 

· When the Result Content parameter is set to “attributes+child-resource-references”, “child-resource-references”, the addressing method applies to the child resource references which are child resource identifiers. 

Table 10.2.6.4-1: Discovery-based CREATE (C with filterUsage = ‘discoveryBasedOperation') 
	Discovery-based <resource> CREATE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:
For the allowed Result Content parameter options see clause 8.1.2.
To: Address of the resource  where the discovery begins. 
Filter Criteria: Filter criteria for searching. The filterUsage parameter shall be set to ‘discoveryBasedOperation' in this case.

	Processing at Originator before sending Request
	According to clause 10.1.2 with the following:

Setup the CREATE operation in the Request.

Include the conditions in the Filter Criteria to determine the resource target set.
Specify the desired format of returned operation results.

	Processing at Receiver
	According to clause 10.1.2 with the following specific processing:

Checks the validity of the Request (e.g. Content, format of Filter Criteria).

May change the Filter Criteria according to local policies.

In addition, the Hosting CSE performs the following steps:

·  Identification of target resources:

The Hosting CSE uses the Filter Criteria provided in the request to identify the target resources as described in clause 8.1.2. 

The Hosting CSE then uses the filter handling conditions provided in the request to modify or restrict the target resources as described in clause 8.1.2. 

The Hosting CSE then excludes from the target set any resources that the Originator does not have discovery privileges for. The Hosting CSE skips over resources that can't be discovered due to a lack of discovery privileges but includes their descendants, if the Originator has discovery privileges on them.
If the number of resources in the target resource set exceeds policy limits of the Hosting CSE the operation shall be rejected.

· Performing the CREATE operation

The Hosting CSE performs the CREATE operation on all the resources included in the target resource set. If errors are encountered in the process the Hosting CSE stores the response and continues the process until the resource target list is exhausted.



	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for Content as follows:

· If Result Content is set to “discovery-result-references”, the response message returns the resource identifiers of the target resources. The addressing method (see clause 9.3.1) shall be based on the Desired Identifier Result Type parameter 
· If Result Content is not present or is present and different than ‘discovery-result-references’, the Hosting CSE creates a response primitive for each CREATE operation performed and stores them until the resource target list is exhausted. The response contains an aggregate of all the individual response primitives for each CREATE operation performed, both successful and unsuccessful.    

· If the target resource set is empty, the response is successful with empty content
The General Exceptions in clause 10.1.2 apply as follows:

· If the resource in To parameter does not exist, the Receiver responds with an error.

· If the provided information in Content is not accepted by the Receiver (e.g. missing mandatory parameter), the Receiver responds with an error.
· If the number of resources in the target resource set exceeds policy limits of the Hosting CSE the operation shall be rejected.


	Processing at Originator after receiving Response
	According to clause 10.1.2.

	Exceptions
	According to clause 10.1.2, with the following:

· The request contains invalid parameters.


Table 10.2.6.4-2: Discovery-based UPDATE (U with filterUsage = ‘discoveryBasedOperation')
	Discovery-based <resource> UPDATE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:
To: Address of the root of where the discovery begins. 
Filter Criteria: Filter criteria for searching. The filterUsage parameter shall be set to ‘discoveryBasedOperation' in this case.

Result Content: Optional, for the allowed options see clause 8.1.2


	Processing at Originator before sending Request
	According to clause 10.1.4 with the following:

Setup the UPDATE operation in the Request.

Include the conditions in the Filter Criteria to determine the resource target set.

Specify the desired format of returned operation results.

	Processing at Receiver
	According to clause 10.1.4 with the following specific processing:

Checks the validity of the Request (e.g. Content, format of Filter Criteria).

May change the Filter Criteria according to local policies.

In addition, the Hosting CSE performs the following steps:

·  Identification of target resources:

The Hosting CSE uses the Filter Criteria provided in the request to identify the target resources as described in clause 8.1.2. 

The Hosting CSE then uses the filter handling conditions provided in the request to modify or restrict the target resources as described in clause 8.1.2. 

The Hosting CSE then excludes from the target set any resources that the Originator does not have discovery privileges for.
If the number of resources in the target resource set exceeds policy limits of the Hosting CSE the operation shall be rejected.

· Performing the UPDATE operation
The Hosting CSE performs the UPDATE operation on all the resources included in the target resource set. If errors are encountered in the process the Hosting CSE stores the response and continues the process until the resource target list is exhausted.



	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for Content as follows:

· If Result Content is set to “discovery-result-references”, the response message returns the resource identifiers of the target resources. The addressing method (see clause 9.3.1) shall be based on the Desired Identifier Result Type parameter 
· If Result Content is not present or is present and different than ‘discovery-result-references’, the Hosting CSE creates a response primitive for each UPDATE operation performed and stores them until the resource target list is exhausted. The response contains an aggregate of all the individual response primitives for each UPDATE operation performed, both successful and unsuccessful.  

· If the target resource set is empty, the response is successful with empty content
The General Exceptions in clause 10.1.4 apply as follows:

· If the resource in To parameter does not exist, the Receiver responds with an error.
· If the provided information in Content is not accepted by the Receiver (e.g. missing mandatory parameter), the Receiver responds with an error.

· If the number of resources in the target resource set exceeds policy limits of the Hosting CSE the operation shall be rejected.


	Processing at Originator after receiving Response
	According to clause 10.1.4.


Table 10.2.6.4-3: Discovery-based DELETE (D with filterUsage = ‘discoveryBasedOperation')
	Discovery-based <resource> DELETE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:
To: Address of the resource where the discovery begins. 
Filter Criteria: Filter criteria for searching. The filterUsage parameter shall be set to ‘discoveryBasedOperation' in this case.



	Processing at Originator before sending Request
	According to clause 10.1.5 with the following:

Setup the DELETE operation in the Request.

Include the conditions in the Filter Criteria to determine the resource target set

Specify the desired format of returned operation results.

	Processing at Receiver
	According to clause 10.1.5 with the following specific processing:

Checks the validity of the Request (e.g. format of Filter Criteria).

May change the Filter Criteria according to local policies.

In addition, the Hosting CSE performs the following steps:

·  Identification of target resources:

The Hosting CSE uses the Filter Criteria provided in the request to identify the target resources as described in clause 8.1.2. 

The Hosting CSE then uses the filter handling conditions provided in the request to modify or restrict the target resources as described in clause 8.1.2. 

The Hosting CSE then excludes from the target set any resources that the Originator does not have discovery privileges for.
If the number of resources in the target resource set exceeds policy limits of the Hosting CSE the operation shall be rejected.

· Performing the DELETE operation:

The Hosting CSE performs the DELETE operation on all the resources included in the target resource set. If errors are encountered in the process the Hosting CSE tracks stores the response and continues the process until the resource target list is exhausted.



	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for Content as follows:

· If Result Content is set to “discovery-result-references”, the response message returns the resource identifiers of the target resources. The addressing method (see clause 9.3.1) shall be based on the Desired Identifier Result Type parameter 
· If Result Content is not present or is present and different than ‘discovery-result-references’, the Hosting CSE creates a response primitive for each DELETE operation performed and stores them until the resource target list is exhausted. The response contains an aggregate of all the individual response primitives for each DELETE operation performed, both successful and unsuccessful    
· If the target resource set is empty, the response is successful with empty content
The General Exceptions in clause 10.1.5 apply as follows:

· If the resource in To parameter does not exist, the Receiver responds with an error. 

· If the number of resources in the target resource set exceeds policy limits of the Hosting CSE the operation shall be rejected.



	Processing at Originator after receiving Response
	According to clause 10.1.5.


-----------------------End of change 2-------------------------------------------
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