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Introduction
R01: Address comments from Peter

· Figure 7.2.2.2 has been updated since this CR was written by Marianne's Discovery-Based operation. 
· Dale – Updated Figure and text to latest version
· That raises the question of whether Rcv 6.3.1 is still the  best place to do the additional  check,  since that gets executed for every discovered operation. How are the limits evaluated in this case?  Are the details defined in TS-0001?
· Dale – I think the Service Subscription Limits should be evaluated for each individual operation performed in a discovery based operation. Similar to other check that need to be performed such as ACPs. Etc. 
· Dale -  I have uploaded a new contribution to add text to TS-0001 to clarify that the Service Subscription Limits of the Originator are checked.  
R02:

· Add check for the activate attribute of the <m2mServiceSubscriptionProfile> resource
R03:

Based on comments from Peter and Bob, the service subscription limit checks were revised in the procedures.
R04:

Moved Check for max request rate to happen after validation of the request
R05:

Updated to replace checks on activate attribute of <m2mServiceSubscriptionProfile> resource with checks on status attribute.  
R06:

Added use of the new SERVICE_SUBSCRIPTION_NOT_ACTIVE response code.  
-----------------------Start of change 1-------------------------------------------
7.2.2
Description of generic procedures

7.2.2.1
Generic resource request procedure for originator

A generic resource Request procedure shall be comprised of the following actions. Additional actions specific to individual procedures are listed in the respective clauses by referencing these actions and providing additional steps. The Originator shall execute the following steps in order.
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Figure 7.2.2.1‑1: Generic procedure of Originator

Orig-1.0 "Compose Request primitive": Refer to clause 7.3.1.1 for details.

Orig-2.0 "Send a Request primitive to the Receiver CSE": The Request primitive shall include the mandatory parameters Operation, To, From and Request Identifier. Refer to clause 7.3.1.2 for details.

Orig-3.0 "Check Response Type": In this step, the Originator checks that the communication method is either blockingRequest, nonBlockingRequestSynch, nonBlockingRequestAsynch or flexBlocking by using the Response Type parameter (see detail in clause 8.1.2 in the oneM2M TS-0001 [6]). If the Response Type parameter does not exist, the communication method is "blockingRequest" as specified at clause 6.4.1.

If the Response Type is blockingRequest the Originator waits for the Response primitive and goes to step Orig-4.0. If the Response Type is nonBlockingRequestSync, it waits for an acknowledgement Response primitive and goes to step Orig-4.1. If the Response Type is nonBlockingRequestAsynch, it waits for an acknowledgement Response primitive and goes to step Orig-4.1. If the Response Type is flexBlocking, the Originator shall wait for a Response primitive as in Orig-4.0 and Orig-4.1 below, if the Response primitive is an acknowledgement it shall proceed according to Orig-4.1 (nonBlockingRequestSynch or nonBlockingRequestAsynch) otherwise it shall proceed according to Orig-4.0 (blockingRequest).
Orig-4.0 and Orig-4.1 "Wait for Response primitive": Refer to clause 7.3.1.3 for details.

Orig-5.0 "Send a Request primitive with op=R": The op=R means Retrieve operation. The Request primitive shall include the mandatory parameters Operation, To, From and Request Identifier. The Response Type of the "Request" primitive shall be blockingRequest. See clause 7.3.1.4 for details.
Orig-5.1 "Receive a Response primitive from the Hosting CSE": The Originator shall receive the mandatory parameters which are Response Status Code, Request Identifier and Content parameter. The Request Identifier shall be identical to the value of that parameter from Orig-5.0. The information in the Content parameter is the result when the Receiver completed handling of the Request primitive of Orig-2.0.
Orig-5.2 "Completion of operation by Response Status Code parameter": When the Response Status Code is successful and Content parameter exists, it goes to Orig-5.3. When the Response Status Code is acknowledgment which indicates processing at the Receiver, it goes to Orig-5.0. When the Response Status Code is an error such as Originator error (4XXX) or Receiver error (5XXX) or Network error (6XXX) or the Content parameter is absent, it goes to finish with error.
Orig-5.3 "Extract a result from Response primitive of Orig-5.1": The information in the operationResult attribute of the <request> resource in the Content parameter from Orig-5.1 is extracted from the Response primitive which included the Request Identifier, Response Status Code and optional Content parameters. The <request> resource shall include mandatory attributes as specified in clause 9.6.12 of oneM2M TS-0001 [6]. The Request Identifier in the operationResult attribute shall be identical to that in  Orig‑2.0.

Orig-6.0 "Process Response primitive": The Request Identifier shall be identical to that in Orig-2.0. The Originator processes the response.

Orig-7.0 "Receive a Request primitive with op=N": The op=N means Notify operation. The Originator receives a Request primitive with mandatory parameters Operation, To, From, Request Identifier and Content. The Operation parameter shall be Notify. The Content parameter is the notification information as specified in clause 7.5.1.1.
Orig-8.0 "Create a Response primitive": The Originator creates Response primitive with mandatory parameters Response Status Code and Request Identifier. The Request Identifier shall be identical to that in Orig-7.0.
Orig-9.0 "Send a Response primitive": The Response primitive which is created at Orig-8.0 shall be sent to the Receiver. Refer to clause 7.3.2.3 for details.

Orig-9.1 "Extract Response primitive of Orig-2.0 from Orig-7.0": The information in the operationResult attribute of the <request> resource from Orig-7.0 in Response primitive includes Request Identifier, Response Status Code and optional Content parameters. The <request> resource shall include mandatory attributes as specified in clause 9.6.12 of oneM2M TS-0001 [6]. The Request Identifier in the operationResult attribute shall be identical to that in Orig‑2.0.
7.2.2.2
Generic procedure for handling a Request at a receiver

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an error response" (refer to clause 7.3.3.13 for details) and then "Send Response primitive" (refer to clause 7.3.2.4 for details). The corresponding Response Status Code shall be included in the Response primitive.
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Figure 7.2.2.2‑1: Generic procedure of Receiver


Recv-1.0 "Check the validity of received request primitive": See clause 7.3.2.1 for details.

Recv-1.1 "Check service subscription request rate limit": See clause 7.3.2.XX for details.

Recv-2.0 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest, nonBlockingRequestSynch or nonBlockingRequestAsynch by using the Response Type parameter (see detail in clause 8.1.2 in oneM2M TS-0001 [6]). If the request is blockingRequest or the Response Type parameter is not included, it goes to step Recv-6.0 "Resource handling procedure". If the request is nonBlockingRequestSynch, it goes to step Recv‑3.0 "Create <request> resource locally". If the request is nonBlockingRequestAsynch, it goes to step Recv‑3.0 "Create <request> resource locally". If the request is flexBlocking, the Receiver CSE shall make the decision to respond using blocking or non-blocking based on its own local context (memory, processing capability, etc.) unless specified further in the resource-specific procedure.
Recv-3.0 "Create <request> resource locally": Refer to clause 7.3.2.2 for details.

Recv-4.0 "Create a successResponse": Refer to clause 7.3.3.12 for details.

Recv-5.0 "Send Response Primitive": Refer to clause 7.3.2.4 for details.

Recv-6.0 "Resource handling procedure": Refer to Figure 7.2.2.2‑2 for details.

Recv-7.0 "Update <request> resource": Refer to clause 7.3.2.5 for details. This step is only valid when the request is non-blocking.

Recv-8.0 "Send Notification": Refer to clause 7.5.1.2.5 for details.

Recv-9.0 "Wait for a Response primitive": Refer to clause 7.3.1.3 for details.

Recv-10.0 "Send Response Primitive": Refer to clause 7.3.3.16 for details.
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Figure 7.2.2.2‑2: Resource handling procedure
Figure 7.2.2.2-2 describes the generic procedure to resource handling procedures.

Recv-6.0.1 "Requested operation is an AE registration?": If the requested operation is an AE registration, then it goes to Recv-6.0.2 "Check Service Subscription Profile". Otherwise, it goes to Recv-6.1.

Recv-6.0.2 " Check validity of App Rules": Refer to clause 7.3.2.7 for details.

Recv-6.1 "Hosting CSE of the targeted resource?": The step checks if the receiver is a transit CSE or the Hosting CSE of the received Request by examining the To parameter of the Request primitive. If the receiver hosts the resource that the address in the To parameter represents, the receiver is the Hosting CSE (goes to Recv-6.2"Check existence of the targeted resource", Yes branch). Otherwise, the receiver is the Transit CSE (goes to Recv-6.9 "CMDH processing supported?", No branch). Refer to clause 7.3.2.8 for details.
Recv-6.1.1 "filterUsage?": The Hosting CSE checks if the request includes steps for discovery or identification of target resources or not by examining the filterUsage handling criterion. 

If filterUsage is configured as “Conditional Operation" or is not present, it goes to Recv-6.2 "Check existence of targeted resource".

If filterUsage is configured as "Discovery" or "IPE On-demand Discovery" it goes to Recv-6.1.2 "Discovery-related procedure". Refer to clause 7.3.3.14 for details.

If filterUsage is configured as "Discovery-based Operation" it goes to Recv-6.1.2 "Discovery-related procedure" after which steps Recv-6.2.1 to Recv-6.6 of the following processing shall be repeated for each discovered resource.
Recv-6.1.2 "Discovery-related procedure": Refer to clause 7.3.3.14 for details
Recv-6.1.3 ""Check service subscription limits applicable to resource operation": Refer to clause 7.3.3.XX for details.

Recv-6.2 "Check existence of the targeted resource": Refer to clause 7.3.3.1 for details.
Recv-6.2.1 "Check for duplicate group requests": Refer to clause 7.3.3.2 for details.

Recv-6.3 "Check authorization of the Originator": Refer to clause 7.3.3.15 for details.

Recv-6.4 "Check validity of resource representation": Refer to clause 7.3.3.3 and clause 7.3.3.4 for details. Notify is not applicable for this step.

Recv-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed": The step represents five common operations which are "Create the resource (clause 7.3.3.5)", "Retrieve the resource (clause 7.3.3.6)", "Update the resource (clause 7.3.3.7)", "Delete the resource (clause 7.3.3.8)" and "Notify processing (clause 7.3.3.9)". 

Recv-6.6 "Announce/De-announce the resource": The step represents two common operations which are "Announce the resource" and "De-announce the resource". Refer to clause 7.3.3.10 and clause 7.3.3.11

 REF CommonOp_HostCSE_DeAnnounce_resource \h 
 for details. Notify is not applicable for this step.

Recv-6.6.1 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest or not by using Response Type parameter (see detail in clause 8.1.2 in oneM2M TS-0001 [6]). If the request was blockingRequest or Response Type parameter was not included, it goes to step Recv-6.7 "Create a success response". Otherwise, it goes back to the generic procedure of the receiver (Figure 7.2.2.2‑1).

Recv-6.7 "Create a success response": Refer to clause 7.3.3.12 for details.

Recv-6.9 "CMDH processing supported?": This step checks whether the Receiver supports the CMDH processing. If the receiver supports CMDH processing, it goes to Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure" otherwise, it goes to Recv-6.11 "Forwarding".
Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure": the Receiver CSE shall queue the received request primitive and execute the "CMDH message forwarding procedure". Refer to clause H.2.4 for details.

Recv-6.11 "Forwarding": carry out message forwarding as defined in clause 7.3.2.6.

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.3.3.XX
Check Service Subscription Limits Applicable to Resource Operation
To check the service subscription limits that are applicable to the resource operation requested by the Originator, the Receiver shall validate if the request complies with the service subscription profile associated with the Originator and defined by the <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources. The Receiver shall have the service subscription profile resources associated with the Originator stored locally or retrieved from the IN-CSE. If the Originator’s service subscription profile is not available to the Receiver CSE, then the Receiver CSE shall respond with an “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error.  

To validate if the operation on the targeted resource(s) defined by the request complies with the service subscription limits defined in the Originator’s service subscription profile, the Receiver shall perform the following:

1) Check whether a <serviceSubscribedAppRules> resource exists that links to the <serviceSubscribedNode> resource (i.e. via the ruleLinks attribute) and has applicableCredIDs, allowedApp-IDs, allowedAEs, allowedRole-IDs and/or allowedUsers attributes that match the Originator (i.e. match the From and M2M Service User parameters). If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error.
2) Check whether a <m2mServiceSubscriptionProfile> resource exists having a status attribute with a value of ACTIVE and a <serviceSubscribedNode> child resource with a CSE-ID attribute that matches the Receiver’s CSE‑ID. If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ACTIVE” error.
3) 
4) Check whether the received request complies with any service subscription limits defined in the <m2mServiceSubscriptionProfile> and <serviceSubscribedUserProfile> resources of the Originator and that have applicability to the targeted resource type and operation defined in the request (e.g. a request to create a <container> resource has applicability to the maxNumContainers and maxNumBytes service subscription limits, etc.). See Clauses 9.6.19 and 9.6.68 of oneM2M TS-0001[6]. If the request complies with the applicable service subscription limits or there are no applicable service subscription limits defined, then the evaluation of the service subscription limits of the Originator is successful. Otherwise the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_LIMITS_EXCEEDED” error.
-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

6.6.3.5
Originator error response class

Table 6.6.3.5-1 specifies the RSCs for Originator error responses.

41xx codes are oneM2M specific.

Table 6.6.3.5‑1: RSCs for Originator error response class

	Numeric Code
	Description

	…
	…

	41XX
	SERVICE_SUBSCRIPTION_LIMITS_EXCEEDED


-----------------------End of change 3-------------------------------------------

-----------------------Start of change 4-------------------------------------------

7.3.2.XX
Check Service Subscription Request Rate Limit
To check the service subscription limits on maximum allowed rate of requests from an Originator, the Receiver shall check the service subscription profile associated with the Originator and defined by the <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources. The Receiver shall have the service subscription profile resources associated with the Originator stored locally or retrieved from the IN-CSE. If the Originator’s service subscription profile is not available to the Receiver CSE, then the Receiver CSE shall respond with an “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error.  

To check the service subscription limits on maximum allowed rate of requests from an Originator, the Receiver shall perform the following:

1) Check whether a <serviceSubscribedAppRules> resource exists that links to the <serviceSubscribedNode> resource (i.e. via the ruleLinks attribute) and has applicableCredIDs, allowedApp-IDs, allowedAEs, allowedRole-IDs and/or allowedUsers attributes that match the Originator (i.e. match the From and M2M Service User parameters). If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error.
2) Check whether a <m2mServiceSubscriptionProfile> resource exists having a status attribute with a value of ACTIVE and a <serviceSubscribedNode> child resource with a CSE-ID attribute that matches the Receiver’s CSE‑ID. If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ACTIVE” error.
3) 
4) Check whether the maxRequestRate attribute is configured within the <m2mServiceSubscriptionProfile> or <serviceSubscribedUserProfile> resources of the Originator. See Clauses 9.6.19 and 9.6.68 of oneM2M TS-0001[6]. If the maxRequestRate is configured, the Receiver CSE shall check that the received request does not violate the maxRequestRate.  If not, the Receiver shall continue to process the request. Otherwise, the Receiver shall respond with an “SERVICE_SUBSCRIPTION_LIMITS_EXCEEDED” error or delay the processing of the request to attempt to throttle the rate of requests from the Originator.
-----------------------End of change 4-------------------------------------------

-----------------------Start of change 5-------------------------------------------

7.3.2.7
Check Validity of App Rules
In order to validate whether or not the AE registration request complies with the subscriber's service subscription profile, the Receiver shall have the subscriber’s profile information stored locally or retrieved from the IN-CSE. If the subscriber's service subscription profile is not available to the Receiver, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error. The Receiver shall check if a <serviceSubscribedNode> child resource of the subscriber's <m2mService SubscriptionProfile> resource exists, with a CSE-ID attribute that matches the Receiver owned CSE‑ID. If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error. If this condition is met, the Receiver shall further check whether the Registree AE complies with the linked (i.e. ruleLinks attribute) <serviceSubscribedAppRules> resource(s), see Clause 10.2.2 of oneM2M TS-0001 [6]. If no linked <serviceSubscribedAppRule> resource(s) is found or if rule link validation fails for the AE registration request, then the Receiver CSE shall respond with an “APP_RULE_VALIDATION_FAILED” error.
-----------------------End of change 5-------------------------------------------
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