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Introduction
This CR proposes some updates to the <softwareCampaign> resources to clean-up functionality as part of the Stage 3 work.   

R01:

· Updated aggregatedSoftwareStatus attribute definition to align with TS-0004 definitions 
R02:

- Update name of individualSoftwareStatus to individualSoftwareStatuses
R03 (Address comments received from Peter):

1. Line 87. "When the conditions are met, the Hosting CSE shall create the [software] specialization(s) to perform the operation specified by the softwareOperation attribute. If a <schedule> child resource of the <softwareCampaign> resource exists, the Hosting CSE shall schedule the creation of the [software] specialization(s) to perform the operation specified by the softwareOperation attribute according to the time windows defined in the <schedule> resource. "   I know there are more details later, but these two sentences appear to be in conflict. We could say  that the [software] resources get created when the criteria conditions are met, but if this happens at a time that doesn't match the <schedule> then the resource stays in "NOT_YET_STARTED" state and the actual Activate/Install or whatever (i.e. the setting of the bit that is described in the following paragraphs) is deferred until the next schedule window occurs. [I assume if there are multiple <schedule> children then you consider the union of the windows from all of them]. Also  it seems a bit odd that the criteria might no longer be satisfied when the actual schedule window opens up, but I guess you still want the campaign to start (i.e. the only requirement is for the criteria to have been met at some point since the creation of <softwareCampaign>). 
[Dale] Updated the text to address this comment
· Clarified that union of child <schedule> resources is used

· Clarified that if time windows of <schedule> resources is not met when softwareTriggerCriteria are met, then Hosting CSE defers creation of [software] specializations until next time window and 
· While deferring aggregatedSoftwareStatus value is NOT_YET_STARTED


2. Line 93. "The Hosting CSE shall also subscribe to the created [software] specialization(s) to get notifications of status information."  Is this expected to be an explicit subscription, i.e. would it appear if you list the children of the [software] resource? 
[Dale] Yes, this is an explicit subscription performed by the Hosting CSE.


3. Line 115 "If the Hosting CSE is not able to complete the management operations on all the softwareTargets, a timeout occurs, the Hosting CSE is not able to successfully subscribe to the [software] specialization(s),  and/or an error is encountered on one or more of the softwareTargets, the Hosting CSE shall set the aggregatedSoftwareStatus attribute to a value of ERROR."  Nowhere could I see text that says that the Hosting CSE actually performs a management operation. The text that precedes this only talks about reading and writing attributes of the [software] resource. Also it's not clear what you mean by an error on a softwareTarget or the timeout.  I assume you mean here that the ERROR is returned if any of the [software] resources indicate failure or fail to indicate success within a locally-defined time period. 

[Dale] Updated the text to focus on the following error conditions
· Hosting CSE is not able to successfully create the [software] specializations

· Hosting CSE is not able successfully create child <subscription> resources to [software] specializations

· Hosting CSE receives a notification indicating that a child <subscription> resource of a [software] specialization is being deleted before the operation defined by the [software] specialization has completed by the target.  
4. 10.2.28.2 Step 2.  "The Hosting CSE shall also check that the request to create the <softwareCampaign> does not conflict with any existing <softwareCampaign> resources. For example, two <softwareCampaign> resources are targeting the same node and have the same trigger conditions but have different software versions."  This is a bit vague.  The text in TS-0004 is better, but is different, e.g. it allows two campaigns to target the same <node> if one of them has completed. 

[Dale] Clarified that The Hosting CSE shall also check that the request to create the <softwareCampaign> does not conflict with any existing <softwareCampaign> resources that are still pending (i.e. aggregatedSoftwareStatus attribute has a value of NOT_YET_STARTED or IN_PROGRESS) .
5. 10.2.28.2 Step 2. Neither the text nor the figure are specific about when the <softwareCampaign> creation response flows back to the Originator. I assume it is at the end of step 2.  That means we then have a problem with the optional substeps about creating a a <schedule> and <subscription>, as they can't be created until the <softwareCampaign> has been created. We've got the usual race problem here, because if the trigger criteria are met immediately there won't be time to create the <schedule>. Are you going to tell users that if the want to use a <schedule> they have to arrange to have a triggerCriterion that won't be satisfied immediately?  The alternative is to have some attribute (e.g. softwareOperation) that is set by an update on <softwareCampaign> to kick the whole thing off. 

[Dale] I mage the following updates:

· Added a response to the CREATE request that is returned in Step 2

· Added a new campaignEnabled attribute to address this race condition.

6. 10.2.28.2 Step 2. "When a <softwareCampaign> resource is created, the Hosting CSE shall set the softwareStatus attribute to NOT_YET_STARTED." Instead of   softwareStatus it should say aggregatedSoftwareStatus 

[Dale] Fixed.

7. 10.2.28.2 Step 3.  As in my comment 1, there could be two waiting periods here and I think it would be cleaner to split this into two steps: a check/wait for the softwareTriggerConditons to be met  - at which point we can create the [software] resources (current steps 4/5) -  and then a check for the <schedule> window  (if there is a <schedule>) followed by Step 6. 

[Dale] I think the [software] resource shouldn’t be created until the <schedule> permits (e.g. the expirationTime on these resources starts ticking once they are created). 
8. 10.2.28.2 Step 3 What happens if there are no <schedule> time windows left by the time that the softwareTriggerCriteria are finally met?  Does the resource stay in NOT_YET_STARTED state, or does it move to ERROR? 
[Dale] I would prefer to keep it in NOT_YET_STARTED rather than generate an error. Other things could happen thereafter, <softwareCampaign> resource could expire, etc.   


9. 10.2.28.2 Step 5. "NOTE: Before creating a [software] specialization on a targeted node, the Hosting CSE may check the version, name and URL attributes of the <softwareCampaign> resource to determine if the specified software is compatible with the targeted node.  If not compatible, the Hosting CSE may choose not to perform the software management operation on the targeted node.  The method used by the Hosting CSE to determine if the specified software is compatible with the targeted node is out of scope of the present document."  The Note doesn't say what happens if it chooses not to perform the operation on the targeted node.  I assume that the individualSoftwareStatuses for that node is set to ERROR and processing continues for the other nodes, but it doesn't explicitly say this. 

[Dale] This is fair comment. I’ve added clarification for this.
10. 10.2.28.2 Step 7.  I think it would be better for the softwareLinks attribute to be set to the [software] resources as soon as these resources have been created (step 5). I assume that the purpose of softwareLinks is so that the Originator can track what's going on, and it could take quite a time for some of these operations to complete.  Also it's a bit unclear about when the individualSoftwareStatuses attribute gets updated. Step 7 doesn't occur until all the [software] resources have completed or timed out, so the fact that you mention the update here suggests that individualSoftwareStatuses does not get filled in until this has happened. However Step 5 mentions updating them with ERRORs before we get to this point, and also we could be updating the value each time one of the [software] resources completes (i.e. before step 7). 
[Dale] Made the following updates:

· Added text to Step 5 to update the softwareLinks attribute when [software] specializations are created.
· Cleaned up the text in Step 7 to clarify individualSoftwareStatuses and aggregatedSoftwareStatus


11. 10.2.28.2 General.  This whole clause is about Create and doesn't really address Update.   What is supposed to happen with the [software] resources if you do an Update to an existing <softwareCampaign>? Does it reuse existing [software] resources, creating new ones only if necessary? That should be mentioned in Step 5. 
[Dale] Updated entire procedure to add Update applicability for each step where applicable. 


12. 10.2.28.2 General.  What happens if the resource expires while it is IN_PROGRESS?  Does it wait for all the operations to complete before destroying itself? 
[Dale] Added clarification that since the expirationTime attributes of the [software] specializations are configured with values that are less than or equal to the expirationTime attribute of the <softwareCampaign> resource, if the <softwareCampaign> resource expires, the Hosting CSE shall delete the <softwareCampaign> resource without waiting for the  individual [software] specializations to complete.


13. Table 10.2.28.3.3-1: "Once the <softwareCampaign> resource is successfully updated, the Receiver shall use the <softwareCampaign> resource to perform the software management procedure as defined in 10.2.28.2.". See comment 8.  At this point we should say which steps of the procedure are to be used (having adjusted them to allow for Update). 

[Dale] All steps are potentially applicable to a Create or an Update.  I’ve updated the procedure in 10.2.28.2 to properly reflect this.
14. 10.2.28.3.4 "The Receiver may delete any [software] specialization(s) associated with this <softwareCampaign> resource (i.e. the [software] specialization(s) linked through the softwareLinks attribute). If this is only a MAY how should [content] resources get deleted?  Is the <softwareCampaign> supposed to create them with an expirationTime?  

[Dale] I added text in 10.2.28.2 that [software] specializations are created with an expirationTime that is less than or equal to expirationTime of <softwareCampaign> resource.  So if Hosting CSE doesn’t explicitly delete them, then [software] specializations will be deleted when their expiration times lapse.
R04:
· Made updates to align with changes made to the corresponding R04 TS-0004 updates
· R05:Made updates to align with changes made to the corresponding R05 TS-0004 updates
· R06:

· Added campaignStatus attribute to track status of campaign and to follow the structure of the m2m:execStatusType defined in TS-0004 already
· Revamped aggregatedSoftwareStatus attribute definition to keep track of the aggregated status of all [software] specializations and to follow the structure of the m2m:status defined in TS-0004 which is used by the [software] specialization already
· Revamped definition of individualSoftwareStatus to keep track of the status of each [software] specialization and to follow the structure of the m2m:actionStatus defined in TS-0004 which is used by the [software] specialization already.
· Added a state diagram to clause 10.2.28 to define the legal transitions of campaignStatus
· Revamped description in clause 10.2.28.X to align with new updated (e.g. campaignStatus, etc.)
· Performed some maintenance on the <execInstance> resource to correct the description of the execStatus attribute to reflect the supported values defined in TS-0004.
· Performed some maintenance on Appendix D.3 for [software] resource 
R07:
· Corrected spelling error “deavitate” in Figure D.3-1 for [software]
· Change name of “name” attribute in [software] to “softwareName”

· Change name of “name” attribute in [softwareCampaign] to “softwareName” to match [software]
· Change name of “softwareVersion” attribute in [softwareCampaign] to “version” to match [software]
· Change name of “softwareURL” attribute in [softwareCampaign] to “URL” to match [software]
· Swapped <softwarePolicy> with <softwareCampaign>
· Reworded shall nots
· Changed <softwareCampaign> state diagram to UML.
-----------------------Start of change 1-------------------------------------------
9.6.76
Resource Type softwareCampaign
The <softwareCampaign> resource provides policies and rules for the management of software by a Hosting CSE. A <softwareCampaign> resource is used to trigger a Hosting CSE to install, uninstall, activate or deactivate software via the creation and management of [software] specialization(s) by the Hosting CSE. An AE can create <softwareCampaign> resource(s) on a Hosting CSE to instruct the Hosting CSE to manage the software versions of its Registrees (e.g., MN/ASN-CSEs) on the AE’s behalf. For example, a service provider (e.g., IN-AE) can create <softwareCampaign> resource(s) on a Hosting CSE (e.g., IN-CSE) to install and manage software on one or more Registree CSEs or AEs of the Hosting CSE.
The <softwareCampaigny> resource shall contain the child resources specified in table 9.6.76-1.

Table 9.6.76-1: Child resources of <softwareCampaign> resource

	Child Resources of <softwareCampaign>
	Child Resource Type
	Multiplicity
	Description
	<softwareCampaignAnnc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>

	[variable]
	<schedule>
	0..n
	See clause 9.6.9
	<schedule>


The <softwareCampaign> resource shall contain the attributes specified in table 9.6.76-2.

Table 9.6.76-2: Attributes of <softwareCampaign> resource

	Attributes of 
<softwareCampaign>
	Multiplicity
	RW/

RO/

WO
	Description
	<softwareCampaignAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3. 
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. 
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	campaignEnabled
	1
	RW
	Default value is FALSE.

When set to “TRUE”, the Hosting CSE shall monitor the trigger criteria defined by this resource and if/when met, initiate the start of a new software campaign defined by this resource.
When set to “FALSE”, the Hosting CSE shall attempt to cancel the software campaign if the software campaign has been initiated but not yet finished.

This attribute is read-only when the value of the campaignStatus attribute is CANCELLING.
	OA

	campaignStatus
	1
	R0
	Defines the status of the software campaign. The supported values include:

PENDING – The Hosting CSE has not yet initiated this software campaign. This is the default value when the <softwareCampaign> resource is created.

INITIATED – The Hosting CSE has started performing this software campaign but it has not yet finished.

FINISHED – The Hosting CSE has completed this software campaign.   
CANCELLING – The Hosting CSE is attempting to cancel this software campaign which it has already initiated.  
CANCELLED – The Hosting CSE has cancelled this software campaign.
STATUS_NOT_CANCELLABLE – The Hosting CSE has attempted but is unable to cancel this software campaign which it has already initiated.
	OA

	version
	1
	RW
	The version of the software. The Hosting CSE copies the value of this attribute to the version attribute of the [software] specializations that it creates or updates based on this <softwareCampaign> resource.
This attribute is read-only when the value of the campaignEnabled attribute is “TRUE”.
	OA

	softwareName
	1
	RW
	The name of the software. The Hosting CSE copies the value of this attribute to the softwareName attribute of the [software] specializations that it creates or updates based on this <softwareCampaign> resource.
This attribute is read-only when the value of the campaignEnabled attribute is “TRUE”.
	OA

	URL
	1
	RW
	The URL from which the software package can be downloaded. The Hosting CSE copies the value of this attribute to the URL attribute of the [software] specializations that it creates or updates based on this <softwareCampaign> resource.
This attribute is read-only when the value of the campaignEnabled attribute is “TRUE”.
	OA

	softwareTargets
	1(L)
	RW
	A list of target entities that the software campaign defined by this resource is to be performed upon.  Each entry in the list is specified as a resource identifier of a Registree’s <node> resource corresponding to a Registree targeted for software management by the Hosting CSE. The Hosting CSE targets the specified <node> resource(s) when creating or updating [software] specialization(s) associated with this resource.
This attribute is read-only when the value of the campaignEnabled attribute is “TRUE”.
	OA

	softwareTriggerCriteria
	0..1(L)
	RW
	Defines the conditions that the Hosting CSE monitors to detect if/when to perform the specified software campaign defined by this resource.

This attribute consists of a subjectResourceID parameter and an evalCriteria parameter having the same format and definitions as those specified in the <action> resource defined in clause 9.6.61.

If this attribute is not configured, then the Hosting CSE shall attempt to perform the software campaign unconditionally upon creation of this resource.
This attribute is read-only when the value of the campaignEnabled attribute is “TRUE”.
	OA

	softwareOperation
	1
	RW
	Defines the software management operation to be performed by the Hosting CSE for this software campaign. The Hosting CSE uses the value of this attribute to configure the install, uninstall, activate and deactivate attributes of the [software] specializations it creates or updates based on this <softwareCampaign> resource.  The supported values include:

· INSTALL

· UNINSTALL

· ACTIVATE

· DEACTIVATE

This attribute is read-only when the value of the campaignEnabled attribute is “TRUE”.
	OA

	softwareLinks
	1(L)
	RO
	A list of resource identifiers of the [software] specializations created by the Hosting CSE based on this <softwareCampaign> resource.
	OA

	aggregatedSoftwareStatus
	1
	RO
	An aggregated status that the Hosting CSE computes based on aggregating the values of the individual statuses present in the individualSoftwareStatuses attribute of this resource. The supported values include:

UNINITIALIZED – All the individual statuses present in the individualSoftwareStatuses attribute of this resource have a value of UNINITIALIZED.

IN_PROCESS – At least one of the individual statuses present in the individualSoftwareStatuses attribute of this resource has a value of IN_PROCESS. 


SUCCESSFUL – All the individual statuses present in the individualSoftwareStatuses attribute of this resource have a value of SUCCESSFUL. 



FAILURE – None of the individual statuses present in the individualSoftwareStatuses attribute of this resource have a value of UNINITIALIZED or IN_PROCESS and at least one of the individual statuses has a value of FAILURE.
	OA

	individualSoftwareStatuses
	1(L)
	RO
	A list of status information for each of the softwareTargets.  Each entry in the list is a tuple consisting of a resource identifier of an individual [software] specialization and the status of the [software] specialization. The Hosting CSE shall keep the entries in this list updated as defined in clause 10.2.28. 

The supported values for the individual status match the supported values of the installStatus and activeStatus attributes of a [software] specialization and include:

· UNINITIALIZED
· IN_PROCESS
· SUCESSFUL
· FAILURE 
The Hosting CSE shall use the value of the softwareOperation attribute of this <softwareCampaign> resource to determine whether to configure an individual status using the installStatus or activeStatus attribute of a [software] specialization. If the softwareOperation is INSTALL or UNINSTALL, then the Hosting CSE shall use the installStatus.  If the softwareOperation is ACTIVATE or DEACTIVATE, then the Hosting CSE shall use the activeStatus.
	OA


-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

10.2.28
Software Management
10.2.28.1
Introduction
This clause describes the procedure for software management by a Hosting CSE via the <softwareCampaign> resource.

An Originator (e.g., IN-AE) can instruct a Hosting CSE (e.g., IN-CSE) to install, uninstall, activate or deactivate software on its Registree entities (e.g., CSEs or AEs) on behalf of the Originator by creating <softwareCampaign> resource(s) at the Hosting CSE. A <softwareCampaign> resource specifies the version, softwareName and URL of the software to be installed.  The  Hosting CSE shall copy this information to the corresponding attributes when creating or updating [software] specializations. The target nodes where the software is to be installed, uninstalled, activated or deactivated are specified in the softwareTargets attribute. The software operation to perform on these target nodes is specified in the softwareOperation attribute. The Hosting CSE shall monitor the campaignEnabled attribute and the conditions defined in the softwareTriggerCriteria attribute and the <schedule> child resources of the <softwareCampaign> resource to determine if/when to perform the software operation on these nodes. 
Figure 10.2.28-1 defines the legal state transitions of the campaignStatus attribute of the <softwareCampaign> resource as well as the criteria for each state transition.  The Hosting CSE of the <softwareCampaign> resource shall adhere to these valid state transitions. 
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Figure 10.2.28.1-1: <softwareCampaign> campaignStatus State Diagram 

Upon creation of the <softwareCampaign> resource, if the campaignEnabled attribute is explicitly or by default set to “FALSE”, the campaignStatus attribute of the <softwareCampaign> resource shall be set to “PENDING” by the Hosting CSE. Upon creation or update of the <softwareCampaign> resource, if the campaignEnabled attribute is set to “TRUE”, the campaignStatus attribute of the <softwareCampaign> resource shall be set to “INITIATED” by the Hosting CSE and the values of the individualSoftwareStatuses and softwareLinks attributes shall be set to NULL and the value of the aggregatedSoftwareStatus attribute shall be set to “UNINITIALIZED”. The Hosting CSE shall then monitor any conditions defined by the softwareTriggerCriteria attribute and any time windows defined by the union of child <schedule> resources of the <softwareCampaign> resource. When the softwareTriggerCriteria and schedule conditions are met or if no softwareTriggerCriteria or schedule conditions are specified, the Hosting CSE shall create or update the [software] specialization(s) to perform the operation specified by the softwareOperation attribute. If the softwareTriggerCriteria conditions are met at a time that doesn’t match the time windows defined by the union of the child <schedule> resource(s), then the Hosting CSE shall defer the creation or update of the [software] specialization(s) until the next scheduled time window. While deferring, the Hosting CSE shall maintain a value of “INITIATED” in the campaignStatus attribute. When creating or updating the [software] specialization(s), the Hosting CSE shall configure the expirationTime attribute of each [software] specialization to a value that is less than or equal to the value of the expirationTime attribute of the <softwareCampaign> resource such that [software] specializations do not outlive the <softwareCampaign> resource they are associated with. The Hosting shall also record the resource identifier of each [software] specialization in the softwareLinks attribute. The Hosting shall also create an entry in the individualSoftwareStatuses attribute to record the status of each [software] specialization and update the aggregatedSoftwareStatus attribute to reflect the aggregated status of all the [software] specializations per the aggregated status definitions defined in Table 9.6.76-2. The Hosting CSE shall also create or update subscription(s) to the created [software] specialization(s) to receive notifications of changes in their status.

If the softwareOperation attribute has a value of INSTALL or UNINSTALL, the Hosting CSE shall set the install or uninstall attribute to TRUE for each [software] specialization linked through the softwareLinks attribute. When the Hosting CSE receives a notification that the installStatus attribute of a [software] specialization has been updated, the Hosting CSE shall update the corresponding entry in the individualSoftwareStatuses attribute with the same value and update the aggregatedSoftwareStatus attribute to reflect the aggregated status of all the [software] specializations. 

If the softwareOperation attribute has a value of ACTIVATE or DEACTIVATE, the Hosting CSE shall set the activate or deactivate attribute to TRUE for each [software] specialization linked through the softwareLinks attribute. When the Hosting CSE receives a notification that the activeStatus attribute of a [software] specialization has been updated, the Hosting CSE shall update the corresponding entry in the individualSoftwareStatuses attribute with the same value and update the aggregatedSoftwareStatus attribute to reflect the aggregated status of all the [software] specializations. 

If the Hosting CSE is not able to successfully create or update all the [software] specialization(s), or successfully create or update child <subscription> resources to the [software] specialization(s), and/or the Hosting CSE receives a notification indicating that a child <subscription> resource of a [software] specialization is being deleted before the operation defined by the [software] specialization has completed by the target, then the Hosting CSE shall update the corresponding entry(s) in the individualSoftwareStatuses attribute with the value “FAILURE” and update the aggregatedSoftwareStatus attribute to reflect the aggregated status of all the [software] specializations.
When the Hosting CSE sets the aggregatedSoftwareStatus attribute to a value of “SUCCESSFUL” or “FAILURE” while the campaignEnabled attribute is “TRUE” (i.e., the software campaign has not been cancelled), it shall set the campaignStatus attribute to a value of “FINISHED”. 
If the campaignStatus attribute has a value of “FINISHED”, and the campaignEnabled attribute is set to a value of “FALSE”, the Hosting CSE shall set the campaignStatus attribute to a value of “PENDING”.
If the campaignStatus attribute has a value of “INITIATED” and the campaignEnabled is set to a value of “FALSE”, the Hosting CSE shall set the value of the campaignStatus attribute to “CANCELLING”. The Hosting CSE shall then attempt to cancel the software campaign. To cancel a software campaign, the Hosting CSE shall stop creating or updating [software] specializations for any of the softwareTargets that it has yet to create or update [software] specializations for. For any of the softwareTargets that it has already created or updated [software] specializations for, but it has not yet set the install, uninstall, activate or deactivate attribute to a value of “TRUE” to begin the software operation, the Hosting CSE shall leave the value “FALSE” and not initiate the software operation. For any of the softwareTargets that it has already updated the [software] specialization’s install, uninstall, activate or deactivate attribute to a value of “TRUE”, based on local policy, the Hosting CSE may choose to let the operation finish or attempt to cancel the operation (e.g., by updating the install, uninstall, activate or deactivate attribute to a value of “FALSE”). For any of the softwareTargets that the Hosting CSE does not perform a software operation upon due to cancelling the software campaign, the Hosting CSE shall update the corresponding entry(s) in the individualSoftwareStatuses attribute with the value “FAILURE”. For any of the softwareTargets that the Hosting CSE performs the software operation upon even though the software campaign was cancelled, the Hosting CSE shall update the corresponding entry(s) in the individualSoftwareStatuses attribute with the status it receives from the [software] specialization(s). After updating the individualSoftwareStatuses attribute, the Hosting CSE shall also update the aggregatedSoftwareStatus attribute to reflect the aggregated status of all the [software] specializations. If the Hosting CSE successfully cancels all the software operations, then the Hosting CSE shall set the campaignStatus attribute to a value of “CANCELLED”.  If the Hosting CSE is not able to successfully cancel all the software operations, the Hosting CSE shall set the campaignStatus attribute to a value of “STATUS_NOT_CANCELLABLE”.
While the campaignStatus attribute has a value of “CANCELLED” or “STATUS_NOT_CANCELLABLE”, and campaignEnabled is set to a value of “TRUE”, the Hosting CSE shall set the campaignStatus attribute to a value of “INITIATED” and set the values of the individualSoftwareStatuses and softwareLinks attributes to NULL and set the value of the aggregatedSoftwareStatus attribute to “UNINITIALIZED”.  The Hosting CSE shall then attempt to initiate a new software campaign contingent upon any conditions defined by the softwareTriggerCriteria attribute and any time windows defined by the union of child <schedule> resources of the <softwareCampaign> resource.
10.2.28.2
Software Management Procedure

This clause describes the software management procedure performed by a Hosting CSE on a Registree entity via the <softwareCampaign> resource. Note, this procedure does not cover the scenario in which a software campaign is initiated and then cancelled. For details regarding a cancelled software campaign refer to clause 10.2.28.1.
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Figure 10.2.28.2-1: Software Management by a CSE
Step 0:
The Registree(s) register to the Hosting CSE (i.e., Registrar CSE) by creating <remoteCSE> or <AE> resource(s). The nodeLink attribute of a Registree <remoteCSE> or <AE> resource is configured with the resource identifier of the Registree’s <node> resource.
Step 1:
An Originator discovers/retrieves the <remoteCSE> and/or <AE> resource(s) of the Registree(s) to obtain the resource identifiers of the corresponding <node> resources.
Step 2:
The Originator creates or updates <softwareCampaign> resource(s) on the Hosting CSE which the Hosting CSE uses to manage (on the Originator’s behalf) the software of the Registree(s). The Originator configures the attributes of the <softwareCampaign> resource(s) to specify the software operation to perform, the targeted nodes to perform the software operation on and trigger criteria to control if/when the Hosting CSE is to perform the software operation.  The Hosting CSE shall check that the request to create or update the <softwareCampaign> does not conflict with any existing <softwareCampaign> resources that are still pending. The Hosting CSE shall perform this check by verifying that <node> resources referenced by the softwareTargets attribute are not present in the softwareTargets attribute of other <softwareCampaign> resources that have their campaignEnabled attribute set to a value of TRUE and that are hosted by the Hosting CSE. 
Optionally, the Originator may also create or update a <schedule> child resource of the <softwareCampaign> resource to define the time windows of when software management operations may be performed by the Hosting CSE once triggered.

Optionally, the Originator may also create or update a <subscription> child resource of the <softwareCampaign> resource to receive notifications if/when the Hosting CSE performs software management operations.
Step 3:
The Originator configures the campaignEnabled attribute of the <softwareCampaign> resource to a value of TRUE. The Hosting CSE shall set the campaignStatus attribute to a value of “INITIATED” and shall monitor and detect when the criteria defined by the softwareTriggerCriteria attribute of the <softwareCampaign> resource have been met. If the criteria are met, the Hosting CSE shall check if one or more <schedule> child resources exist for the <softwareCampaign> resource. If  <schedule> resource(s) exist, the Hosting CSE shall check the union of the defined schedule time windows of the <schedule> resource(s) to determine if the triggered software management operation can be performed immediately. Otherwise, the Hosting CSE shall buffer any triggered software management operations until the defined time windows allow the Hosting CSE to perform the operations.  
Step 4:
The Hosting CSE shall identify the target nodes to perform software management operations upon based on the softwareTargets attribute.
Step 5:
The Hosting CSE shall create a new or update an existing child [software] specialization associated with this <softwareCampaign> resource under each applicable <node> resource specified by the softwareTargets attribute. The Hosting CSE shall configure the version, softwareName and URL attributes of the [software] specialization(s) based on the corresponding attributes and values configured in the <softwareCampaign> resource. The Hosting CSE shall configure the expirationTime attribute of each [software] specialization to a value that is less than or equal to the value of the expirationTime attribute of the <softwareCampaign> resource. The Hosting CSE shall also update the softwareLinks attribute of the <softwareCampaign> resource with the resource identifiers of the created or updated [software] specializations. After the [software] specialization(s) are created or updated, the Hosting CSE shall subscribe to the [software] specialization(s) to receive notifications for changes to the installStatus or activeStatus attributes of the [software] specialization(s). The Hosting shall also create an entry in the individualSoftwareStatuses attribute to record the status of each [software] specialization and update the aggregatedSoftwareStatus attribute to reflect the aggregated status of all the [software] specializations per the aggregated status definitions defined in Table 9.6.76-2.  If the Hosting CSE is not able to create, update or successfully subscribe to [software] specialization(s), the Hosting CSE shall set the corresponding entries in the individualSoftwareStatuses attribute to a value of “FAILURE”.  The Hosting CSE shall discontinue performing software management operations on these [software] specialization(s).  For any [software] specialization(s) that the Hosting CSE is able to successfully subscribe to, the Hosting CSE shall continue to perform software management operations. 
NOTE: Before creating or updating a [software] specialization on a targeted node, the Hosting CSE may check the version, softwareName and URL attributes of the <softwareCampaign> resource to determine if the specified software is compatible with the targeted node.  If not compatible, the Hosting CSE may choose not to perform the software management operation on the targeted node and set the corresponding entries in the individualSoftwareStatuses attribute to a value of “FAILURE”.  The method used by the Hosting CSE to determine if the specified software is compatible with the targeted node is out of scope of the present document.
Step 6:
According to the softwareOperation specified by the <softwareCampaign> resource, the Hosting CSE shall perform the specified operation on each [software] specialization by performing an update to set the corresponding install, uninstall, activate or deactivate attribute of the [software] specialization to a value of “TRUE”.  The Hosting CSE shall wait to receive notifications that the software management operations for each [software] specialization has completed, or that the [software] specialization expiration time has been exceeded resulting in the Hosting CSE receiving a notification indicating the <subscription> child resource (and [software] specialization) have been deleted.

Step 7:
As the Hosting CSE detects the successful or unsuccessful completion of each software management operation performed via monitoring of the installStatus or activeStatus of each individual [software] specialization, it shall update the individualSoftwareStatuses attribute accordingly and update the aggregatedSoftwareStatus attribute to reflect the aggregated status of all the [software] specializations per the aggregated status definitions defined in Table 9.6.76-2.  When the aggregatedSoftwareStatus attribute is set to a value or “SUCCESSFUL” or “FAILURE”, the Hosting CSE shall set the campaignStatus attribute to a value of “FINISHED”.  
NOTE: Since the expirationTime attributes of the [software] specializations are configured with values that are less than or equal to the expirationTime attribute of the <softwareCampaign> resource, if the <softwareCampaign> resource expires, the Hosting CSE will delete the <softwareCampaign> resource without waiting for the individual [software] specializations to complete.  
Step 8:
If the <softwareCampaign> resource has a <subscription> child resource, the Hosting CSE shall generate notification(s) if the eventNotificationCriteria have been met based on the update of the <softwareCampaign> resource.
10.2.28.3
<softwareCampaign> Resource Procedures

10.2.28.3.1
Create <softwareCampaign>
The Hosting CSE shall use this procedure to create a <softwareCampaign> resource according to the resource identifier of the parent resource.

Table 10.2.28.3.1-1: <softwareCampaign> CREATE
	<softwareCampaign> CREATE 

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.76

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2
The Receiver shall check the existence of the <node> resources referenced by the softwareTargets attribute.  If any of the referenced <node> resources do not exist, then the Receiver shall respond with an error.
The Receiver shall check the accessibility of the <node> resources referenced by the softwareTargets attribute.  If the Originator does not have privileges to create [software] specialization child resources for any of the referenced <node> resources, then the Receiver shall respond with an error.

The Receiver shall check that <node> resources referenced by the softwareTargets attribute within the request are not present in the softwareTargets attribute of other <softwareCampaign> resources hosted by the Receiver. If one or more <node> resources are present in the softwareTargets attribute of another <softwareCampaign> resource, and the campaignEnabled attribute of this other <softwareCampaign> resource has a value of TRUE, the Receiver shall respond with an error.

The Receiver shall check the existence of the resources referenced by softwareTriggerCriteria attribute, if present. If any of the referenced resources do not exist, the Receiver shall respond with an error.
The Receiver shall check the accessibility of the resources referenced by softwareTriggerCriteria attribute, if present. If the Originator does not have retrieve privileges to these resources, the Receiver shall respond with an error
If the value of the campaignEnabled attribute is TRUE, then the Receiver shall set the value of the campaignStatus attribute to “INITIATED”. Otherwise, the Receiver shall set the value of the campaignStatus attribute to “PENDING”.



Once the <softwareCampaign> resource is successfully created, the Receiver shall use the <softwareCampaign> resource to perform the software management procedure as defined in 10.2.28.2.

	Information in Response message
	According to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


10.2.28.3.2
Retrieve <softwareCampaign>
This procedure shall be used for retrieving the attributes of a <softwareCampaign> resource.

Table 10.2.28.3.2-1: <softwareCampaign> RETRIEVE
	<softwareCampaign> RETRIEVE

	Information in Request message
	All parameters defined in table 8.1.2-2 apply.

	Processing at Originator before sending Request
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information in Response message
	All parameters defined in table 8.1.3-1 apply.

	Processing at Originator after receiving Response
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3


10.2.28.3.3
Update <softwareCampaign>
This procedure shall be used for updating attributes of a <softwareCampaign> resource.

Table 10.2.28.3.3-1: <softwareCampaign> UPDATE
	<softwareCampaign> UPDATE

	Information in Request message


	All parameters defined in table 8.1.2-2 apply.

	Processing at Originator before sending Request
	According to clause 10.1.4

	Processing at Receiver
	According to clause 10.1.4
If the value of the campaignStatus attribute of the targeted <softwareCampaign> resource is “CANCELLING”, the Receiver shall respond with an error.

If the value of the campaignEnabled attribute of the targeted <softwareCampaign> resource is TRUE, and the request includes version, softwareName, URL, softwareTargets, softwareTriggerCriteria, or softwareOperation attribute(s) and the value(s) differ from those in the targeted <softwareCampaign> resource, the Receiver shall respond with an error.
If the softwareTargets attribute is present in the request, the Receiver shall check the existence of the <node> resources that it references.  If any of the referenced <node> resources do not exist, then the Receiver shall respond with an error. 

If the softwareTargets attribute is present in the request, the Receiver shall check the accessibility of the <node> resources it references.  If the Originator does not have privileges to create [software] specialization child resources for any of the referenced <node> resources, then the Receiver shall respond with an error.

If the softwareTargets attribute is present in the request, the Receiver shall check that <node> resources it references are not present in the softwareTargets attribute of other <softwareCampaign> resources hosted by the Receiver. If one or more <node> resources are present in the softwareTargets attribute of another <softwareCampaign> resource, and the campaignEnabled attribute of this other <softwareCampaign> resource has a value of TRUE, the Receiver shall respond with an error.

If the softwareTriggerCriteria attribute is present in the request, the Receiver shall check the existence of the resources it references. If any of the referenced resources do not exist, the Receiver shall respond with an error.

If the softwareTriggerCriteria attribute is present in the request, the Receiver shall check the accessibility of the resources it references. If the Originator does not have retrieve privileges to these resources, the Receiver shall respond with an error.

If the value of the campaignEnabled attribute in the request is TRUE and the value of the campaignEnabled attribute of the targeted <softwareCampaign> resource is FALSE, then the Receiver shall set the value of the campaignStatus attribute of the targeted <softwareCampaign> resource to “INITIATED”. The Receiver shall also set the values of the softwareLinks and individualSoftwareStatuses attributes of the targeted <softwareCampaign> resource to a value of NULL and the value of the aggregatedSoftwareStatus to “UNINITIALIZED”.
If the value of the campaignEnabled attribute in the request is FALSE and the value of the campaignEnabled attribute of the targeted <softwareCampaign> resource is TRUE, and the value of the campaignStatus attribute of the targeted <softwareCampaign> resource is “FINISHED”, then the Receiver shall set the value of the campaignStatus attribute of the targeted <softwareCampaign> resource to “PENDING”.

If the value of the campaignEnabled attribute in the request is FALSE and the value of the campaignEnabled attribute of the targeted <softwareCampaign> resource is TRUE, and the value of the campaignStatus attribute of the targeted <softwareCampaign> resource is “INITIATED”, then the Receiver shall set the value of the campaignStatus attribute of the targeted <softwareCampaign> resource to “CANCELLING”.


Once the <softwareCampaign> resource is successfully updated, the Receiver shall use the <softwareCampaign> resource to perform the software management procedure as defined in 10.2.28.2.

	Information in Response message
	According to clause 10.1.4

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


10.2.28.3.4
Delete <softwareCampaign>
This procedure shall be used for deleting a <softwareCampaign> resource.
Table 10.2.28.3.4-1: <softwareCampaign> DELETE
	<softwareCampaign> DELETE

	Information in Request message
	All parameters defined in table 8.1.2-2 apply

	Processing at Originator before sending Request
	According to clause 10.1.5

	Processing at Receiver
	According to clause 10.1.5
If the value of the campaignStatus attribute of the resource is “INITIATED” or “CANCELLING”, the Receiver shall reject the request and return an error.



	Information in Response message
	According to clause 10.1.5

	Processing at Originator after receiving Response
	According to clause 10.1.5

	Exceptions
	According to clause 10.1.5


-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

9.6.17
Resource Type execInstance

The <execInstance> resource represents a successful instance of <mgmtCmd> execution request, which had been triggered by a M2M network application using the UPDATE method to the attribute execEnable of <mgmtCmd> resource.

The <execInstance> resource shall contain the child resources specified in table 9.6.17-1.

Table 9.6.17-1: Child resources of <execInstance> resource

	Child Resources of <execInstance>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <execInstance> resource shall contain the attributes specified in table 9.6.17-2.

Table 9.6.17-2: Attributes of <execInstance> resource

	Attributes of <execInstance>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	expirationTime
	1
	RO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	holder
	0..1
	RW
	See clause 9.6.1.3.

	execStatus
	1
	RO
	The status of <execInstance>. It can be Initiated, Pending, Finished, Cancelling, Cancelled, or Status Not Cancellable.

	execResult
	1
	RO
	The execution result of <execInstance>.

	execDisable
	0..1
	RW
	The attribute is used to cancel <execInstance> using UPDATE method.

	execTarget
	1
	RO
	ID of <node> resource of the target on which the <execInstance> will be executed.

	execMode
	0..1
	RO
	Modes used to specify how the command will be executed (e.g. Immediate Once, Immediate and Repeatedly, Random Once, Random and Repeatedly). May be used together with execFrequency, execDelay and execNumber to provide the scheduling information.

	execFrequency
	0..1
	RO
	The minimum interval between two executions, to be used in conjunction with execMode. Modes involving random execution can be used to add random values between individual executions.

	execDelay
	0..1
	RO
	The minimum delay before the instance should be executed. Modes involving random execution can be used to increase this delay randomly.

	execNumber
	0..1
	RO
	The number of times the instance should be executed, to be used when execMode indicates a repetition pattern.

	execReqArgs
	0..1 (L)
	RO
	Structured attribute (e.g. abstract type) to contain any command-specific arguments (as a list) used to trigger this <execInstance>.


-----------------------End of change 3-------------------------------------------

-----------------------Start of change 4-------------------------------------------

D.3
Resource software

The [software] resource is used to share information regarding the software on the device. The [software] resource is a specialization of the <mgmtObj>resource.
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Figure D.3-1: Structure of [software] resource

The [software] resource shall contain the child resource specified in table D.3-1.

Table D.3-1: Child resources of [software] resource

	Child Resources of [software]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30


The [software] resource shall contain the attributes specified in table D.3-2.

Table D.3-2: Attributes of [software] resource

	Attributes of 
[software]
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1(L)
	RW
	See clause 9.6.1.3.

	mgmtDefinition
	1
	WO
	See clause 9.6.15. Has fixed value "software" to indicate the resource is for software management.

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15.

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15.

	description
	0..1
	RW
	See clause 9.6.15.

	version
	1
	RW
	The version of the software. This attribute is a specialization of [objectAttribute] attribute.

	softwareName
	1
	RW
	The name of the software to be used on the device. This attribute is a specialization of [objectAttribute] attribute.

	URL
	1
	RW
	The URL from which the software package can be downloaded. This attribute is a specialization of [objectAttribute] attribute.

	install
	1
	RW
	The action that downloads and installs new software in a single operation. The action is triggered by assigning value "TRUE" to this attribute. This attribute is a specialization of [objectAttribute] attribute.

	uninstall
	1
	RW
	The action that un-installs the software. The action is triggered by assigning value "TRUE" to this attribute. This attribute is a specialization of [objectAttribute] attribute.

	installStatus
	1
	RW
	Indicates the status of the install or uninstall action. This attribute is a specialization of [objectAttribute] attribute.

	activate
	0..1
	RW
	The action that activates software previously installed. The action is triggered by assigning value "TRUE" to this attribute. This attribute is a specialization of [objectAttribute] attribute.

	deactivate
	0..1
	RW
	The action that deactivates software. The action is triggered by assigning value "TRUE" to this attribute. This attribute is a specialization of [objectAttribute] attribute.

	activeStatus
	0..1
	RW
	The status of the activate or deactivate action. This attribute is a specialization of [objectAttribute] attribute.


Figure D.3-2 defines the legal state transitions of the installStatus attribute of the [software] resource as well as the criteria for each state transition.   
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Figure D.3-2: State machine for software install / uninstall
Figure D.3-3 defines the legal state transitions of the activeStatus attribute of the [software] resource as well as the criteria for each state transition.   
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Figure D.3-3: State machine for software activation / deactivation
-----------------------End of change 4-------------------------------------------
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