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Introduction
The CR proposes following changes in clause 7.2.1 Registrar verification of AE-ID:
For details on issues in the current procedure refer:

https://git.onem2m.org/issues/issues/-/issues/166 
-----------------------Start of change 1-------------------------------------------
Impersonation Prevention

7.2.1
Registrar verification of AE-ID

Since several AEs can behave maliciously and pretend to be another AE with their ID changed, the Hosting CSE needs prevention mechanism for AE impersonation. This mechanism works at Registrar CSE since Registrar CSE is an entry point of M2M system.
When the Registrar CSE receives a request, the Registrar CSE shall perform the following procedure.
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Figure 7.2.1-1: AE impersonation checking procedure
0.
Security association establishment may be performed. Clause 6.1.2.2.1 describes the scenarios when security association establishment between an AE and CSE is mandatory, and describes the scenarios when security association establishment between an AE and CSE is recommended. The subsequent procedures shall be performed if a security association has been established.

1.
The AE sends a request to Hosting CSE via its Registrar CSE as specified in oneM2M TS‑0001 [1] (Hosting CSE is not represented on this figure and can either be the Registrar CSE or another CSE).

2.
When the From parameter is empty or contains ‘S’ or ‘C’, the Registrar CSE shall check if the credentials used in security association are already associated with another ID. If the credentials are already associated with another ID, then the Registrar CSE shall send a response with Response Status Code “ORIGINATOR_IMPERSONATION_DETECTED”.
3.      When From parameter has an ID set then the Registrar CSE shall check if the value in the From parameter is the same as the ID associated in security association. 
If the values are not identical, then the Registrar CSE shall send a response with Response Status Code '4106' ("ORIGINATOR_IMPERSONATION_DETECTED ").

4.
If originator is not impersonated, then the Registrar CSE shall perform the procedures specified in clause 8.2 of oneM2M TS‑0001 [1]. Depending on the number of Transit CSEs, the Registrar CSE shall either process the request or forward it to the Hosting CSE or to another Transit CSE.
NOTE:
This impersonation verification procedure is not applicable for CSE. This is because when a Transit CSE forwards a request to another CSE, the From parameter of the request is the identifier of the Originator which is different from the identifier of the Transit CSE.
-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Clause -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf))
2.2
Informative references
 [i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 
-----------------------End of Changes to References  -------------

-Start of changes to Definition of terms symbols and abbreviations-

3
Definition of terms, symbols and abbreviations  3.1
Terms
<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations 
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definition of terms, symbols and abbreviations---
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