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Introduction
Action Item A-SDS-43-01 states “For TS-0004, look to add a procedure to clarify when to return NOT_IMPLEMENTED status code when a request for an unsupported resource type or parameter is received.”
This CR provides changes to TS-0004 that state that NOT_IMPLEMENTED is to be returned whenever a Hosting CSE encounters a request that involves a Resource Type, attribute, attribute value, parameter or parameter value that it does not support.  It does not add any text to say whether an implementation is required to support any of these things.

It is a mirror of SDS-2023-0074-TS-0004_Use_of_NOT_IMPLEMENTED_RSC-R4. 
The changes are the same as in SDS-2023-0074, except that fewer redundant mentions of NOT_IMPLEMENTED are removed.
********** Start of change 1 **********

7.3.2.1
Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (CoAP binding [22], HTTP binding [23], MQTT binding [24], and Websocket binding [42]).
If the request contains a Request Expiration Timestamp, Result Expiration Timestamp, Operation Execution Time M2M Service User or a CMDH parameter listed in Annex H and the receiver does not support this parameter, the request shall be rejected with a Response Status Code indicating a "NOT_IMPLEMENTED" error.
If the Request Expiration Timestamp is given in the request and has expired, the Receiver CSE shall reject the request with a "REQUEST_TIMEOUT" Response Status Code parameter value.
If the From parameter is not present in the request, except in the case of an AE Create request, the Receiver CSE shall reject the request with a "BAD_REQUEST" Response Status Code parameter value.
If the From parameter in a request from a Registree AE has any format other than AE-ID-Stem, the Receiver CSE shall reject the request with "BAD_REQUEST" Response Status Code parameter value.
If the received request is communicated within an established Security Association (oneM2M TS-0003 [7]), and

· the Receiver knows that the Registree using the established Security Association is an AE; and 

· the Receiver knows the AE-ID(s) of the Registree using the established Security Association; and

· the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security Association;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated within an established Security Association, and:
· the Receiver knows that the Registree using the established Security Association is a CSE; and

· the Receiver knows the CSE -ID of the Registree using the established Security Association; and

· if one of the following applies:

· the From parameter is an CSE-ID that matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree using the established Security Association; or

· the From parameter is an CSE-Relative C-Type AE-ID-Stem; or

· the From parameter is an SP-Relative AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem, and the CSE-ID portion of the From parameter matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree for the established Security Association;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

NOTE:
An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion (see oneM2M TS-0001 [6]).

If the received request is communicated outside of an established Security Association; and:
· if the From parameter includes an AE-ID; and

· the request is not a CREATE <AE> Request; and

· the From parameter does not match the AE-ID of an AE currently registered to the Receiver;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated outside of an established Security Association, and the From parameter includes a CSE-ID, then the request shall be rejected with a "SECURITY_ASSOCIATION_REQUIRED" Response Status Code parameter value.

If the From parameter indicates that the received request is from a registered AE and the receiver is the Registrar for this AE, check that request is associated with an ACTIVE service subscription as follows: 

· The receiver CSE shall maintain a local mapping from AE-ID or from CredID to the M2M-Sub-ID corresponding to the Originator (see clause 7.4.20.2). Based on this mapping the receiver CSE shall find the  <m2mServiceSubscriptionProfile> resource stored locally or retrieved from the IN-CSE. 
· If the <m2mServiceSubscriptionProfile> resource for the registered AE is not available to the CSE, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error. 

· If a <m2mServiceSubscriptionProfile> resource for the registered AE is available to the Receiver CSE then it shall check the status attribute value in <m2mServiceSubscriptionProfile> resource. If the status attribute value is INACTIVE, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ACTIVE” error.
If the From parameter indicates that the received request is from a registered AE and the receiver is the Registrar for this AE and the request contains a M2M Service User parameter, check that there is a <serviceSubscribedUserProfile> resource that
· is referenced by the allowedUsers attribute of at least one of the Registree AE’s <serviceSubscribedAppRule> resource(s), and 

· has an M2M-User-ID attribute that matches the M2M Service User parameter.
If this is not the case then the request shall be rejected with an "UNAUTHORIZED_USER" Response Status Code parameter value.

If the received request did not originate from an AE (i.e. From parameter does not contain an AE-ID) and the request contains a M2M Service User parameter, then the request shall be rejected with a "BAD_REQUEST" Response Status Code parameter value.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the "CMDH message validation procedure" defined in clause H.2.3 shall be carried out. 
If the message is not valid, the request shall be rejected with a Response Status Code indicating a "BAD_REQUEST" error.

If Resource Type is not present or is invalid in a CREATE request, the request shall be rejected with a Response Status Code indicating a “BAD_REQUEST” error.

If the Filter Criteria parameter is included in a CREATE request, the request shall be rejected with a Response Status Code indicating a "BAD_REQUEST" error.
If the Result Content is invalid for a given operation (Refer TS-0001 Table 8.1.2-1: Summary of Result Content Values) then the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error.

If the receiver does not support the content format (i.e. type of serialization for the response) requested by the originator, the request may be rejected with a Response Status Code indicating a "NOT_ACCEPTABLE" error.

If the receiver does not support the content format sent by the originator, the request may be rejected with a Response Status Code indicating an "UNSUPPORTED_MEDIA_TYPE" error.

If the Release Version Indicator is not present in the request the Receiver CSE shall add the Release Version Indicator with value set to 1.

If the Receiver CSE is the Hosting CSE and it does not support the release value present in the Release Version Indicator then the request shall be rejected with a Response Status Code indicating a "RELEASE_VERSION_NOT_SUPPORTED" error.
If the Receiver CSE is the Hosting CSE and the request contains any other primitive parameter that it does not support, or if it contains a primitive parameter with a value that relates to a feature that is not supported by that Hosting CSE, the request shall be rejected with a Response Status Code indicating a "NOT_IMPLEMENTED" error.
********** End of change 1 **********

********** Start of change 2 **********

7.3.3.3
Check validity of resource representation for CREATE

If the Hosting CSE node type is MN/ASN and the CREATE request contains a resource whose type is only applicable to an IN-CSE e.g. <triggerRequest> or <m2mServiceSubscriptionProfile> then the Hosting CSE shall reject the request and return an error response with a Response Status Code indicating "OPERATION NOT ALLOWED". For a list of resource types that are only applicable to an IN-CSE see Table 6.3.4.2.1‑1.

If the request is a valid CREATE request, but the Hosting CSE does not implement the requested resource type, then the Hosting CSE shall reject the request and return an error response with a Response Status Code indicating "NOT_IMPLEMENTED".
If the CREATE request has a Resource Type that is not listed in the child resource tables, defined in clause 7.4 corresponding to the addressed resource, then the request shall be rejected with a Response Status Code indicating an "INVALID_CHILD_RESOURCE_TYPE" error.

If no resource representation is present in the CREATE request, then the request is rejected with a Response Status Code indicating a "BAD_REQUEST" error.
If the resource representation in Content parameter is not compatible with the Resource Type parameter in a CREATE request, the request shall be rejected with a Response Status Code indicating a "BAD_REQUEST" error.
If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a Response Status Code indicating a "BAD_REQUEST" error.

There are three cases where the Hosting CSE shall configure or override an expirationTime value that differs from the value specified in the resource representation (if present):

1) The Originator does not specify an expirationTime.
2) The Originator requests an expiration time that is later than the expirationTime of the parent.
3) The Hosting CSE determines that the expiration time requested by the Originator does not meet its requirements (e.g. based on a local policy).
In each of these cases, the Hosting CSE shall configure an expirationTime into the resource that is less than or equal to the expirationTime of the parent resource. In addition, the Hosting CSE shall communicate the modified value back to the originator in the response if the Result Content parameter permits this.

If the creator attribute is present in the resource representation and supported by the type of resource to be created its value shall be NULL. If the originator provides a value for the creator attribute but resource type does not support the creator attribute, then the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error. If the originator provides a value for the creator attribute within the request, the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error.

The resource descriptions in clause 7.4 include tables that specify the attributes of each resource and the optionality of the attribute in a CREATE or UPDATE request, see clause 7.4.1.1. A request containing an attribute not listed in the table shall be rejected with a "BAD_REQUEST" error.
The handling below shall apply to each attribute in the resource for CREATE request primitives and the handling depends on the "presence in CREATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.

M attribute for create request

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall check if the value is acceptable according to internal policies:
If the attribute value relates to a feature that is not supported by the Hosting CSE, that CSE shall reject the request with a Response Status Code indicating  a "NOT_IMPLEMENTED" error.

If the provided value is not accepted for any other reason, the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error.

If the attribute is not present in the resource representation in the CREATE request the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error.

O attribute for create request

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall check if the value is acceptable according to internal policies:
If the Hosting CSE does not support the attribute, it shall reject the request with a Response Status Code indicating a "NOT_IMPLEMENTED" error.
If the Hosting CSE supports the attribute but the value provided relates to a feature that is not supported by the Hosting CSE, it shall reject the request with a Response Status Code indicating a "NOT_IMPLEMENTED" error.
If the provided value is not accepted for any other reason, the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error.

NP attribute for create request

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error.
********** End of change 2 **********

********** Start of change 3 **********

7.3.3.4
Check validity of resource representation for UPDATE

The handling below shall apply to each attribute in the resource for UPDATE request primitives and the handling depends on the "presence in UPDATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a Response Status Code indicating a "BAD_REQUEST" error.

If the expirationTime attribute is present in the UPDATE request, and its value is earlier than the value of the expirationTime attribute that it is updating, then the Hosting CSE shall check if the targeted resource has any child resource whose expirationTime attribute value is later than the expirationTime value in the UPDATE request. If yes, the request shall be rejected with a Response Status Code indicating a "BAD_REQUEST" error.

The resource descriptions in clause 7.4 include tables that specify the attributes of each resource and the optionality of the attribute in a CREATE or UPDATE request, see clause 7.4.1.1. A request containing an attribute not listed in the table shall be rejected with a "BAD_REQUEST" error.
O attribute for update request

If the attribute is present in the resource representation in the UPDATE request, the Hosting CSE shall check if the value is acceptable according to internal policies:
If the Hosting CSE does not support the attribute, it shall reject the request with a Response Status Code indicating a "NOT_IMPLEMENTED" error.
If the Hosting CSE supports the attribute but the value provided relates to a feature that is not supported by the Hosting CSE, it shall reject the request with a Response Status Code indicating a "NOT_IMPLEMENTED" error.
If the provided value is not accepted for any other reason, the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error.

NP attribute for update request

If the attribute is present in the resource representation in the UPDATE request, the Hosting CSE shall reject the request with a Response Status Code indicating a "BAD_REQUEST" error.

********** End of change 3 **********

********** Start of change 4 **********
7.3.3.17.13.2
JSON path syntax

When the contentFilterSyntax element has the value "JSON_PATH_SYNTAX", the contentFilterQuery element shall be expressed using "jsonpath query syntax" (see clause K.2 of oneM2M TS-0001 [6]). 
********** End of change 4 **********

********** Start of change 5 **********
7.4.9.2.1
Create

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

The following are changes to the receiver procedures described in clause 7.2.2.2:

4) Recv-6.5: The following steps are in addition to the generic Create procedures defined in clause 7.3.3.5:
a)
The request shall be rejected with the "CONTENTS_UNACCEPTABLE" Response Status Code if the target resource is not a <node> resource and if the networkCoordinated attribute is present in the request.

b)

The request shall be rejected with the "OPERATION_NOT_ALLOWED" Response Status Code if the target resource is a <softwareCampaign> resource that has a campaignEnabled attribute with a value of true.
********** End of change 5 **********

********** Start of change 6 **********
7.4.9.2.3
Update

Originator:
No change from the generic procedures in clause 7.2.2.2.

Receiver:

The following are changes to the receiver procedures described in clause 7.2.2.1:

5) Recv-6.5: The following steps are in addition to the generic Update procedures defined in clause 7.3.3.7.
a)
The request shall be rejected with the "CONTENTS_UNACCEPTABLE" Response Status Code if the target resource is not a <node> resource and if the networkCoordinated attribute is present in the request.

b)

The request shall be rejected with the "OPERATION_NOT_ALLOWED" Response Status Code if the target resource is a <softwareCampaign> resource that has a campaignEnabled attribute with a value of true.
********** End of change 6 **********
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