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Introduction
Adding an introduction of security consideration for the IPE operation
-----------------------Start of change 1-------------------------------------------
6.5 Security Considerations
6.5.0 Introduction
Every API in the open internet is prone to security attacks. Like most Web APIs the SensorThings API IPE might be designed, implemented and operated respecting API Security Best Practice for example described in OWASP Secure Coding Practices Quick Reference Guide [i.12]. The intention of this chapter is not a comprehensive security analysis. Rather more it aims to lay out the IPE setup and to show regarded security aspects.

From an architectural point of view the IPE is located between an OGC STA Server and a oneM2M CSE (see Figure 6.5-1). 

[image: image1.png]Application Application

[an) using oneM2M [a5) using STA
Sensor data Sensor data

o6/
SensorThings
APl

Scope of Security
Consideration





Figure 6.5-1 Scope of the Security Considerations
There might be situations where OGC / STA Server and CSE belong to different security domains (e.g. different company networks). The IPE could be either located in one of the networks or it could be a separate service between two networks operated by a third-party service provider.

The IPE has three different protocol APIs: 

1. IPE and CSE using oneM2M over HTTP for both communication directions. Other protocol bindings than HTTP are specified in oneM2M but are not discussed in this chapter.
2. Communication between IPE and OGC / STA Server is based on two different APIs. 

a. Sensor Things API over HTTP is used to push data to the OGC / STA Server described in 6.3.2.2.

b. The IPE subscribes to changes in the data model of the OGC / STA Server via MQTT as described in 6.3.2.1.

Communication relationships between OGC / STA Server, IPE and CSE are static. Each instance knows exactly its communication partner(s) beforehand. There is no dynamic change of communication endpoints. 

The level of security measurements depends on the concrete operational situation. The following measurements are recommended:

· Mutual authentication of endpoints makes sure that only legitimate resources communicate with each other.

· Encryption ensures confidentiality of communication between endpoints.

· Authorization ensures that OGC / STA Server, IPE and CSE have the appropriate permissions to access a particular resource and not any other even if one of the three entities is under control of an attacker. 

· Throttling limits the number of API requests in a certain period. This protects an API from “denial of service attacks” where an API is overwhelmed with requests.

· Input validation is preventing malformed requests or data from persisting in the database and triggering malfunction in one of the entities.
While most of the recommendations require additional services or tools there are protocol inherent functions for authentication and authorization available.
-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Clause -------------

2.2
Informative references 

[i.12] OWASP Secure Coding Practices Quick Reference Guide https://owasp.org/www-pdf-archive/OWASP_SCP_Quick_Reference_Guide_v2.pdf
-----------------------End of Changes to References  -------------
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