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Title (Acronym)
Attribute Based Access Control Policy
2
Justification
A typical access control rule can be modelled as a 3-tuple (subject, resource, action) where:

· the subject initiates an access request, 
· the resource is the target which the subject wants to access 
· and the action represents the operation on the target. 
When extra access conditions need to be considered, an access control rule can be modelled as a 4-tuple (subject, resource, action, context) where the context represents a condition under which a specific access control rule can be used for access control.
Attribute-Based Access Control (ABAC) allows various attributes related to subject, resource, action and context to be added to these elements. ABAC allows administrators to specify complex access control policies in a uniform way. In oneM2M System the attributes belonging to a subject may be role, IP address, domain, group, etc., the attributes belonging to a resource may be resource type, parent ID, creation time, etc., the attributes belonging to an action maybe a time period in which the specified action can be performed, and various attributes of subject, resource and/or action can be used to describe access control conditions that are used to constrain the usage of an access control rule.
The current access control policy scheme used in oneM2M System is based on Access Control List (ACL). Some limitations of the current access control scheme are listed as follows:
· The access control is too coarse. It cannot specify access control at the level of resource attributes.

· The supported context constraints (time window, IP address, country code) may not be enough in complex access control scenarios.

· The logical relationship between the data elements in accessControlOriginators parameter is “OR”. It means the current access control policy cannot specify a simple access control scenario such as “an AE with a role”.

· It supports only one policy combining algorithm, i.e. “permit-override”. When multiple stakeholders are involved, more policy combining algorithms should be supported, e.g. “deny-override” which specifies an access request can be permitted only when it is permitted by all applicable access control policies.

· It is difficult to manage current access control policies. For example, as there is no owner information in current access control policy scheme, it is possible for a security administrator to manage access control policies belonging to other stakeholders if he/she is permitted by selfPrivileges,
For example, the following access control scenarios cannot be specified by the current access control policy scheme.
· It cannot specify that an AE/CSE with a role can perform an operation on a resource because the logical relationship between the AE/CSE and the role in current access control scheme is “OR”.
· It cannot specify that an AE/CSE can perform an operation on a resource if the type of the resource is equal to “AE” because resource type cannot be used to specify context constraints.
· It cannot specify a blacklist. In some access control cases using blacklists may be more appropriate to exclude a small set of subjects.
In order to overcome the limitations of the current access control policy scheme, the present Work Item (WI) specifically focuses on the development of a fine-grained, easy-to-use and manageable access control policy scheme used in oneM2M System.
3
Intended Output
	Tick all the appropriate cases 


	

	√
	Change request(s) to existing Technical Specification(s)

	
	Change request(s) to existing Technical Reports(s)

	
	New Normative Technical Specifications(s)

	
	New Permanent Technical Reports(s)

	
	New Temporary Technical Reports(s)


4
Impact 
This work item is expected to have impact on TS-0001 (oneM2M Architecture), TS-0003 (Security Solutions) and TS-0004 (Service Layer Protocol Core Specification).
5
Scope

The scope of the proposed WI is:
· Develop attribute based access control policy scheme that supports attribute based access control rule, multiple access control policy combining algorithms and combining different types of access control policies.
· Develop access control policy management mechanism that supports access control policy creation and update from different stakeholders.
· Investigate how the privacy policy can be supported.
· Investigate how the attribute based access control policy can be integrated with existed access control policies.

The proposed WI will be under primary responsibility of the WG4, however, the involvement of experts especially from the WG2 and WG3 are also required.
6
Schedule and impacted specifications
Provide the schedule of tasks to be performed;
	New Specifications (if any)

	Document
Type
	Document
Number*
	Title
	
Schedule (TP No.)
	Lead WG
	Impacted WGs
	Comments

	
	
	
	Start 


	Change Control 
	Freeze


	Approval


	
	
	

	TR
	TBD
	Attribute Based Access Control Policy
	TP 32
	TP 36
	TP 37
	TP 38
	WG4
	WG2,
WG3
	


* Optional for first versions (i.e. before it will be assigned by the secretariat)

	CRs to existing specifications (if any)

	Impacted
TS/TR
	CR number (when known)
	Subject of the CR
	Approved at plenary#
	Impacted WGs
	Comments

	TS 0001
	
	Architecture, resources and procedures related to access control policy and access control policy management.
	TP 38
	WG2/WG4
	

	TS-0003
	
	Architecture, resources and procedures related to access control policy and access control policy management.
	TP 38
	WG4
	

	TS-0004
	
	Resources, procedures and data types related to access control policy and access control policy management.
	TP 38
	WG3/WG4
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